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So who's got the best headline for the facial
recognition ban?
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Al Ethics @ Physical Interaction

PARC
Physical interaction should be thought of broadly including machinery and
also any kind of sensors or actuators.

Home

Committee Guidelines Question Yes No

Al Ethics Checklist Is there heavy equipment or is it operating at high

Mission Statement speed?

Mechanics For cameras, microphones, sensors, or anything that

records human likenesses or activity:
Is it in a public place?

Is it hidden from anyone who might be recorded? In
other words, could subjects be recorded without
knowing they are being recorded?

Is it possible that any members of vulnerable
populations (this could be any disadvantaged sub-
segment of an overall population, e.g. children,
prisoners, refugees, people facing discrimination)
might be recorded?

parc
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iPhone Support

Use Face ID on your iPhone or iPad Pro

Face ID lets you securely unlock your iPhone or iPad, authenticate purchases, signin to
apps, and more — all with just a glance.
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Sipeed MAix BiT for RISC-V Al+loT

SKU 102991150

Sipeed newly provide breadboard-friendly board for

you, it called MAix BiT. It integrate USB2UART chip,
auto download circuit, RGB LED, DVP Camera FPC

000000000 ©oo0000000 connector(support small FPC camera and standard

- SHeren e TRy

M12 camera), MCU LCD FPC connector(support our
2.4 inch QVGA LCD), TF card solt.

N o = ELGE & i*. $1290 2+:$12.60

000000000 110+ In Stock 50+: $12.20
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Until | saw this picture, | never realized that
face recognition technology for rationing
toilet paper was so scary. goo.gl/McudHZ
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Transfgrming face recognition into business value

Give VisageCloud a try Contact sales Login to Console »
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While designing the technical intricacies of deep learning and scaling our operations to tens and hundreds of
thousands of faces, we always keep in mind the business challenges that our customers face. While

m&
(o

excellence in user experience and technical performance often spearhead business objectives, compliance is
a crucial part of success. One such challenge that we identified in the area of compliance is the approaching
date of enforcement for the General Data Protection Regulation, the 25th of May 2018. The General Data
Protection Regulation (GDPR) (Regulation (EU).2016/679) is a regulation by which the European Parliament,
the Council of the European Union and the European Commission intend to strengthen and unify data
protection for all individuals within the European Union. While the regulations set forth are of direct interest for
businesses operating within the boundaries of the European Union, the GDPR establishes best practices for
properly, securely and responsibly handling user/customer data in general.

For this reason we designed the technical aspects of VisageCloud by keeping in mind the data protection,
control and security leverages needed to achieve GDPR compliance.

What does GDPR actually require?
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Consumer Rights Protection and Biometric Recognition
Technology: An Unattainable Balance?

Posted: 17 Apr 2018

Marta Santos Silva
Maastricht University, Faculty of Law, Private Law Department

Date Written: April 1, 2018

Abstract

Biometric technology is part of our everyday connected lives. Wi-Fi tracking and radio waves, predicting
analytics and deep learning allow its use for recognizing faces, voices, movements, personality and character.
Governments and private companies have been applying biometric recognition technology in the sectors of
fitness, healthcare, transportation, entertainment and security. More recently, the retail marketing industry
has been resorting to it to monitor and control consumer engagement levels in real time thereby generating
new sources of income. Biometric technology is unobtrusive, and it can be used to provide more impressive,
tailor-made experiences to consumers. However, the intrusiveness of this technology, readily accessible in
mobile phone’s front cameras, as well as the immutability of the datasets and the impossibility of
anonymising them through differential privacy techniques, or of replacing them in case of hacking, gives
room for serious concern. Recognition technology poses critical threats to privacy and civil liberties, such as
free association and free expression. From another perspective, this disruption also threatens to affect
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GENERAL DATA PROTECTION REGULATION (GDPR)

apter 1 (Art. 1 -4 v

General provisions

Chapter 2 (Art. 5 - 11) A

Principles

Art. 5 - Principles relating to processing of
personal data

Art. 6 - Lawfulness of processing

Art. 7 - Conditions for consent

Art. 8 - Conditions applicable to child’s consent
in relation to information society

services

Art. 9 - Processing of special categories of
personal data

Art. 10 - Processing of personal data relating to
criminal convictions and offences

Art. 11 - Processing which does not require
identification

Chapter 3 (Art. 12 - 23) G

Rights of the data subject

Chapter 4 (Art. 24 - 43) «

Controller and processor

Chapter 5 (Art. 44 - 50) N

Transfers of personal data to third
countries or international organisations

RECITALS

Enter number or search term

KEY ISSUES

Art. 7 GDPR
Conditions for consent

Where processing is based on consent, the controller shall be able to demonstrate that
the data subject has consented to processing of his or her personal data.

'If the data subject’s consent is given in the context of a written declaration which also
concerns other matters, the request for consent shall be presented in a manner which is
clearly distinguishable from the other matters, in an intelligible and easily accessible form,
using clear and plain language. ° Any part of such a declaration which constitutes an
infringement of this Regulation shall not be binding.

! The data subject shall have the right to withdraw his or her consent at any time. > The
withdrawal of consent shall not affect the lawfulness of processing based on consent
before its withdrawal. ° Prior to giving consent, the data subject shall be informed thereof.
“1t shall be as easy to withdraw as to give consent.

When assessing whether consent is freely given, utmost account shall be taken of
whether, inter alia, the performance of a contract, including the provision of a service, is
conditional on consent to the processing of personal data that is not necessary for the
performance of that contract.
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Face Recognition

Tumn on face recognition if you want us to use
this technology

If you turn this setting on, we'll use face recognition
technology to understand when you might appear in
photos, wdeos and the camera 10 do things like help
protect you from strangers using your photo, find
and show you photos you're in but haven't been
tagged, tell people with visual impairments who's in
a photo or video, and suggest people you may wamt
o 1aa Select | Acceot to tum on face recoanition or

& https://thenextweb.com/contributors/2018/10/29/heres-how-face-recognition-tech-can-be-gdpr-compliant/

For instance, here’s Facebook’s FRT opt-in page for Europe and Canada...

Manage your setting for face recognition

To recognize whether you're in a photo or video our
system compares it with your profile picture, and
photos and videos that you're tagged in. This lets us
know when you're in other photos and videos so we
can create better experiences

Allow Facebook to recognize me in photos O
and videos

Dont allow Facebook to recognize me in
photos and videos
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Wow! China Airport face recognition systems
to help you check your flight status and find
the way to your gate. Note | did not input
anything, it accurately identified my full flight
information from my face!
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Assisting Users in a World Full of Cameras
A Privacy-aware Infrastructure for Computer Vision Applications

Anupam Das, Martin Degeling, Xiaoyou Wang, Junjue Wang, Norman Sadeh, Mahadev Satyanarayanan

Carnegie Mellon Univeristy

{
Abstract
Computer vision based technologies have seen
widespread adoption over the recent years. This use

is not limited to the rapid adoption of facial recognition
technology but extends to facial expression recognition,
scene recognition and more. These developments raise
privacy concerns and call for novel solutions to ensure
adequate user awareness, and ideally, control over the
resulting collection and use of potentially sensitive data.
While cameras have become ubiquitous, most of the time
users are not even aware of their presence. In this paper
we introduce a novel distributed privacy infrastructure
for the Internet-of-Things and discuss in particular how
it can help enhance user’s awareness of and control over
the collection and use of video data about them. The

these cameras create, process and transfer personally identi-
fiable information to an extent that often remains unknown
to those being affected by the technology. Therefore regu-
lators are now investigating particular applications of com-
puter vision [52] and there is a growing need for tools that
inform users about what data is collected and what choices
they have with respect to how the data is used.

In this paper, we focus on the use of facial recognition
because this technology has not only improved in accu-
racy and performance that surpasses human performance
in certain cases [52], but also seen wide spread adoption
and steady growth in the commercial sector [4]. By defini-
tion facial recognition refers to a biometric technology that
identifies individuals based on their distinctive and measur-
able facial patterns. Traditionally, facial recognition tech-
noloov hac been ntilized bv covernment and law enforce-
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Our PEP maintains a database for storing each user’s pri-
vacy settings, e.g., to disable facial recognition during spe-
cific times of the day or when one is at a specific location.

6. Privacy-aware Video Streaming

We integrate our privacy-aware notification infrastruc-
ture with a video denaturing system to build a privacy-ware
video streaming service. Our proposed system informs
users of nearby cameras when they approach the vicinity
of deployed cameras. It also provides users with an opt-
in choice (as our default policy is opt-out) to facial recog-
nition based services. We have developed an automated
class attendance app as one possible application. Other use
cases where facial recognition technology best fits our in-
frastructure include automated menu suggestion, admission
to transportation systems or checkout kiosks. In the fol-
lowing section we will first briefly describe the different
components of the face denaturing system. Next, we will
describe the interactions that take place among the differ-
ent components. Lastly, we present some performance and
scalability results. The face denaturing system proposed by
Wang et al. [54] consists of a Face Trainer and a Privacy
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Figure 3: Privacy-aware video streaming infrastructure. Numbers in the
figure correspond to the different steps in the overall work flow.

used to perform facial recognition in her vicinity. She
can review the privacy policy associated with the tech-
nology and decide, e.g., on whether or not she wants
to support the purpose for which the data is collected.
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The right to
view your data

You can access your
personal data free of charge.
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Reclaiming data with your face
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