LoRaWAN Hands-on with Mbed,
Semtech S$X1276 & ThingPark
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| LN / MINUCLEO-L152RE [mbed  x | 2|

&  C' [ https://developer.mbed.org/platforms/ST-Nucleo-L152RE/ w K =
. ] Components Handbook Cookbook Code Questions Forum Dashboard Compiler

ARMm b e d : Search developer.mbed.org... m gt Login or signup

Platforms » NUCLEO-L152RE

NUCLEO-L152RE

Affordable and flexible platform to ease prototyping using a STM32L152RET6 microcontroiier.

2 Login or signup

life.augmented

L 4

Vg

3 Add to your mbed Compiler

Overview

The STM32 Nucleo board provides an affordable and liexivie way 101 USers o uy
out new ideas and build prototypes with any STM32 microcontroller line, choosing
from the various combinations of performance, power consumption and features.

[ Add 10 your mbed Comp

Overview
Microcontroller features

=/ Buy Now
Nucleo features
Nucleo pinout
Supported shields

Getting started
Technical references

The STM32 Nucleo board does not require any separate probe as it integrates the ii ii i i | i i ii iii ii

The Arduino™ connectivity support and ST Morpho headers make it easy to
expand the functionality of the STM32 Nucleo open development platform with a
wide choice of specialized shields.
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Teams » Semtech » Code » LoRaWAN-Imic-app

sevivecs SEMtech / © LORaAaWAN-Imic-app

Repository toolbox

Import this program

LoRaWAN Class A node example based on IBM LoRa MAC in C (LMiC) implementation

(@ Dependencies: <t LMiC 4% SX1276Lib 4% mbed

[z Home (] History .Z Graph ﬁ API Documentation

Import this program

Files at revision 3:ce28e3313a88

/ _default | tip () Foliow

Name Size Actions &) Embed url:

1 [upl <<program /teams/Semtech/
LMiC.lib 65 -] Revisions ¢’ Annotate !

® ~ & Clone repository to desktop:

SX1276Lib.lib 59 5] Revisions ¢’ Annotate hg clone https://tamberg@de\
debug.cpp 2365 ([ Revisions ¢  Annotate
debug.h 1318 [) Revisions &’ Annotate

Repository details
hal.cpp 3714 () Revisions &’ Annotate

Type: g

main.cii 7521 { i Revisions ¢’ Annotate Proiram



@ ® g sxi2reLi - amercurial o x | -
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Teams » Semtech » Code » SX1276Lib

seniieens S€Mtech / : SX1276Lib

Driver for the SX1276 RF Transceiver

Repository toolbox

Import this libra

(g Dependents: () SX1276PingPong (J LoRa_PIR

[~ Home | (] History .% Graph [§ API Docurs

Import this library

Files at revision 17:8add7ec

/ _default | tip sEmioea un:
<<library /teams/Semtech/coc

Name Size Actions

1 [up] & Clone repository to desktop:
hg clone https://tamberg@de\

. debug

) enums

. radio Repository details

. registers Type: 2 Library

) sx1276 13 Jan

Created: 2015

) iiedefs




. mbed Compiler /HelloLoF: X
| € C' () https://developer.mbed.org/compiler/#nav:/HelloLoRaWAN/main.cpp; !l %
/HelloLoRaWAN/main.cpp
Program Workspace < ] ) main.cop (X
E’ My Programs 1 // License: Revised BSD License, see LICENSE.TXT, (c)2015 Semtech bj
# [ BLE_PhysicalWeb 2
[+ [F‘ BLE_UriBeacon 3 #include "mbed.h" ’ 1
# [ co27_Hellcro 4=ireiudetineri
# [[J co27_sms
=@ et ORAWAN DEV ADDR (u1nt32 t) 0x0000 6
(3] vic 8 #define LORAWAN DEV_ADDR (uint32_t) 0x0000
# ()] sx1276Lib ‘ 0 #define TORAWAN-ADR-ON-1 | “ “
Qewstatic uint8 t NwkSKey[] = {
@mq’; 0x00, Oxwey, -0x , Ox , Ox , Ox , Ox , Ox
# (<) mbed ‘ ' ' ' ' :
E] LoRaWAN- o200 OX ‘,' OX y 4 OX ‘. , OX 4 OX 7 OX 7 OX 4 OX
} 2
‘IZO Ox;Ox;Ox;Ox;Ox;Ox,Ox,Ox III
static uint8 t ArtSKey[] = {
ox00, 0x "7, Ox , Ox , Ox , Ox , Ox , Ox
Ogsiies, sl Doy Oxill, Ox®, OxW, Ox@, Ox
} . ., . by
I
32 int frameLength = 32; // max 517
33 for (int i = 0; i < frameLength; i++) {
34 LMIC.frame[i] = n++; // or any other payload M
<
Compile Output | Find Results | Notifications A
I ||




osjob_t initjob;
osjob_t sendFrameJob;
ul t n = 0;

[ ] [ ] [ ] [ ]
void onInit (osjob_t* 7j) { Inltlallze a SESSIO“
LMIC reset();
LMIC setAdrMode (LORAWAN ADR ON) ;
LMIC setDrTxpow (DR SF12, 14);
LMIC setSession (LORAWAN NET ID, LORAWAN DEV ADDR, NwkSKey, ArtSKey):;
onSendFrame (NULL) ;

Send a LoRa packet
void onSendFrame (osjob t* j) { .
int frameLength = 32; // max 512 WIth your payload...

for (int i = 0; i < framelLength; i++) {
LMIC.frame[i] = n++; // or any other payload

}

int result = LMIC setTxData2 (LORAWAN APP PORT, LMIC.frame,
frameLength, LORAWAN CONFIRMED MSG ON); // calls onEvent ()

void onEvent (ev_t ev) { // called by lmic.cpp, see also oslmic.h
debug event (ev) ;
if (ev == EV_TXCOMPLETE) {
os_setCallback (&sendFrameJob, onSendFrame) ;

o ...on TXCOMPLETE,
int main (void) | send next packet

debug str("main\r\n");

os_init();
os_setCallback(&initjob, onInit);
os_runloop(); // blocking
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> C 'E https://swisscom.thingpark.com/wlogger/

WIRELESS-LOGGER

UTC Timestamp Local Timestamp Device UID Port Counter UP LRRRSSI LRRSNR SpFact SubBand Channel LRCId LRR Id
= 2015-09-22 20:51:37 2015-09-22 22:51:37 | ———— 6 7& 15 0 G2 LC5 3 Eﬂ -1
Payload (hex) :

000102030405060708090a0b0c0d0e0f101112131415161718191a1h1cidielf

=l

(=l

B 8B 8B @ B & B B B ®

P@Y’l@adw(he”)zz'zz;syy

2015-09-22 20:50:51

2015-09-22 22:50:51

6

15

0

-114 =5:29 12 G2
-118 =2:75

LCS

LC1

0@@10@20304@5@60708090a0b0€0d0e0f1001112131415161718191a1b1c1d1e1f

2015-09-22 20:50:51
2015-09-22 20:50:42
2015-09-22 20:50:42
2015-09-22 20:50:14
2015-09-22 20:50:14
2015-09-22 20:50:09
2015-09-22 20:11:20
2015-09-22 20:07:30
2015-09-22 20:03:40
2015-09-22 19:59:49
2015-09-22 19:55:59

2015-09-22 22:50:51
2015-09-22 22:50:42
2015-09-22 22:50:42
2015-09-22 22:50:14
2015-09-22 22:50:14
2015-09-22 22:50:09
2015-09-22 22:11:20
2015-09-22 22:07:30
2015-09-22 22:03:40
2015-09-22 21:59:49
2015-09-22 21:55:59
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http_logger.js *®

oo WNR

var http = require('http');
var requestListener = function (req, res) {
var body = "";
req.on('data’, function (chunk) {
body += chunk;
});
reg.on('end’, function () {
console. log(req.method + ' ' + req.url);
console. log(req.headers);
console. log(body) ;
res.writeHead(200);
res.end('200 0K');
1)
}

var server = http.createServer(requestListener);
server.listen(8080);

Listen for incoming HTTP requests,
log request content to console



. Q) Lora — node — 80x24

node

mac:Lora tamberg$ node http_logger.js
GET /
{ host: 'localhost:8080',

connection: 'keep-alive',

‘cache-control': 'max-age=0',

accept: 'text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/x*;
g=0.8",

'upgrade-insecure-requests': '1',

'user-agent': 'Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_10_5) AppleWebKit/537
.36 (KHTML, like Gecko) Chrome/45.0.2454.99 Safari/537.36',

dnt: '1',

'accept-encoding': 'gzip, deflate, sdch',

'accept-language': 'en-US,en;q=0.8,de;q=0.6,1id;q=0.4"' }

GET request from the browser




® © ® | mbed Compiler /HelloLoR- x | »Yaler GmbH - ThingPark V' x \ A

e« - C '[j swisscom.thingpark.com/deviceManager/

%% Yaler GmbH [Subscriber]

4)» ThingPark Wireless
[ Devices AS routing profile

[ Connectivity plans )
5 AS routing profiles
= s MyAS Name: MyAS
T Settings : - o— 8

Is default: [

Source ports: *  Destinations X
Routing strategy: Type Destination

ThingPark Cloud bigONG1
Third party AS (HTTP) https:// .yaler.net/
Third party AS (HTTP) https:// - -ifttt-fw.appsoot.com/

ThingPark Cloud bigONG1
Third party AS.(HTTP) ... ... .. hitps:// .yaler.net/
Third party AS (HTTP) ~  https:// -ifttt-fw.appspot.com/

Updated by: Thomas Amberg

©2015 Actility



® 0 YalerTunnel2 — yalertunnel — 80x24

node yalertunnel 3.

mac:YalerTunnel2 tamberg$ ./yalertunnel server 127.0.0.1:8080 ssl:try.yaler.net:
443

[
Call Sequence

LoRa ThingPark Yaler.net YalerTunnel NodeJS on
Device Cloud Relay Daemon Localhost

LoRa Packet
»

HTTPS
>

(Reverse) HTTPS M

HTTP
»

ThingPark Yaler.net YalerTunnel NodeJS on
Cloud Relay Daemon Localhost

www.websequencediagrams.com

Access localhost via Yaler.net




. Q) Lora — node — 80x24

node yalertunnel

mac:Lora tamberg$ node http_logger.js
POST /?LrnDevEui= 6&LrnFPort=15&LrnInfos=

{ 'user-agent': 'ACTILITY-LRCLRN-DEVICE-AGENT/1.0',

host: ' .yaler.net',

accept: 'x/x',

'content-type': 'application/xml',

'content-length': '1019' }
<?xml version="1.0" encoding="UTF-8"7?><DevEUI_uplink xmlns="http://uri.actility.
com/lora"><Time>2015-09-28T00:48:45.735+02:00</Time><DevEUI> 6</De
VEUI><FPort>15</FPort><FCntUp>0</FCntUp><ADRbit>1</ADRbit><FCntDn>40</FCntDn><pa
yload_hex>000102030405060708090a0b0c0d0edf101112131415161718191alblcldlelf</payl
oad_hex><mic_hex>6fd46349</mic_hex><Lrcid> </Lrcid><LrrRSSI>-112.000000</
LrrRSSI><LrrSNR>1.500000</LrrSNR><SpFact>12</SpFact><SubBand>Gl</SubBand><Channe
1>LCl</Channel><DevLrrCnt>4</DevLrrCnt><Lrrid> </Lrrid><LrrLAT>47.385860<
/LrrLAT><LrrLON>8.567800</LrrLON><Lrrs><Lrr><Lrrid> </Lrrid><LrrRSSI>-112
.000000</LrrRSSI><LrrSNR>1.500000</LrrSNR></Lrr><Lrr><Lrrid> </Lrrid><Lrr
RSSI>-118.000000</LrrRSSI><LrrSNR>-0.250000</LrrSNR></Lrr><Lrr><Lrrid> </
Lrrid><LrrRSSI>-113.000000</LrrRSSI><LrrSNR>-1.500000</LrrSNR></Lrr></Lrrs><Cust
omerID> 4</CustomerID><CustomerData>

</CustomerData><ModelCfg>0</ModelCfg></DevEUI_uplink>

POST request from ThingPark




| http_logger.js * | payload_logger.js =

oo, WNR

var http = require('http');
var requestListener = function (req, res) {
var body = "";
req.on('data’, function (chunk) {
body += chunk;
});
reg.on('end’, function () {
var startTag = "<payload_hex>";
var i = body.index0f(startTag, 0);
var j = body.index0f("</payload_hex>", 1i);
var payload = body.substring(i + startTag.length, j);
console. log((new Date()).toISOString() + ' ' + payload);
res.writeHead(200);
res.end('200 0K');
});
}

var server = http.createServer(requestListener);
server.listen(8080);

Listen for incoming HTTP requests,
parse XML, log payload to console



. © Lora — node — 80x24

node yalertunnel +

mac:Lora tamberg$ node payload_logger.js
2015-09-28T00:04:17.760Z 000102030405060708090a0b0c0d0e0f101112131415161718191al
blcldlelf

2015-09-28T00:04:27.868Z 202122232425262728292a2b2c2d2e2f303132333435363738393a3
b3c3d3e3f

2015-09-28T00:08:22.076Z 404142434445464748494a4b4c4d4e41f505152535455565758595a5
b5c5d5e5f

LoRa payload from ThingPark




® © ® B mbed Compiler /HelloLoR- x | 4 ThingPark® Wireless Logc % / "W Connect Maker to hundrec x |
\ %

-

- > C 'E https://ifttt.com/maker

72| %

e

Maker Channel

4 All Channels

Reconnect Channel

Disconnect

N Triggers

Receive a web request

@) Personal Recipes @) Published Recipes

The Maker Channel allows you to connect IFTTT to your
personal DIY projects. With Maker, you can connect a
Recipe to any device or service that can make or receive
a web request (aka webhooks). See how others are

using the Maker Channel, or share your own experience
at hackster.io.

Connected as: tamberg

2 How to Trigger Events

vo-Your key is:

-

N Actions

Make a web request




http_logger.js ® payload_logger.js * payload_forwarder.js =

9 req.on('end', function () {

10 var startTag = "<payload_hex>";

11 var i = body.index0f(startTag, 0);

12 var j = body.index0f("</payload_hex>", i);

k! var payload = body.substring(i + startTag.length, j);

14 console. log((new Date()).toISOString() + ' ' + payload);
15 if (payload != "") {

16 var options = {

17 host: 'maker.ifttt.com’,

18 path: '/trigger/lora_packet_sent/with/key/ '
19 method: 'POST',

20 headers: { 'Content-Type': 'application/json' }

21 };

22 var fwReq = https.request(options, null);

23 fwReq.write('{"valuel™:"' + payload + '"}');

24 fwReq.end();

25 }

26 res.writeHead(200);

27 res.end('200 0K');

28 }H; . .

2 } ThingPark XML in, IFTTT JSON out

31 var server = http.createServer(requestListener);
32 server.listen(8080);



00O . mbed Compiler /HelloLoF: % \I.o ThingPark® Wireless Logc % \ "™ Connect Maker to hundrec % )/ ) Google Cloud Computing, %

‘ €& - C' { https://cloud.google.com/nodejs/getting-started/hello-world#running_hello_world

\—on

P
x

e

< Node.js Home

® BUILD YOUR FIRST APP

A

Y

Hello World

Download and run the
app

Hello World code review

Running Hello World on
GCP

BOOKSHELF APP

Node.js Tutorial App

Using Structured Data

Using Cloud Storage

Authenticating Users

Logging App Events

Using Pub/Sub

Running on Compute Engine

Running Hello World on Google Cloud Platform

The following diagram shows the process of deploying the app on Cloud Platform.

Google Cloud Platform
‘ Deploy Managed VMs

App
La?clh lianzv W VM Hello World
- s

Managed VMs runs your application in containers that can automatically scale to handle your application's load.

Behind the scenes, this utilizes both Google Compute Engine and Docker. To learn more, see the Managed VMs
documentation.

Deploy the app to Google Cloud Platform
In your terminal window, enter the following command to deploy the sample:
$ gcloud preview app deploy app.yaml --set-default

Answer y when prompted to continue. It can take a short time to deploy the app. When it's done, you will see a
message telling you that the update of the app is completed.

See the app run in the cloud

In your web browser, enter the following address:




® O " Lora — bash — 80x24
bash
mac:Lora tamberg$ gcloud preview app deploy app.yaml ——set—defaultl

Call Sequence

LoRa ThingPark NodeJS on IFTTT Cloud
Device Cloud App Engine Maker Channel

LoRa Packet’l

XML, HTTPS
>

Get payload from XML,
wrap itin IFTTT JSON

JSON, HTTPS
»

HTTPS
>

LoRa ThingPark NodeJS on IFTTT Cloud Google
Device Cloud App Engine Maker Channel Docs

www.websequencediagrams.com

NodelS on Google App Engine




® ® ’ . mbed Compiler /HelloLoF: X - 4+ ThingPark® Wireless Logo X y ‘Recipe 28107179 - IFTTT X \ | -

7s) %
IFTTT n My Recipes Browse Channels tamberg v

& C (£ https://ifttt.com/myrecipes/personal/28107179

Recipe ID 28107179

Back to My Recipes

(') Turn off
[ Publish
Q Check now
‘= Log

Maker Event Add row to spreadsheet in
"lora_packet_sent" @gmail.com’s Google Drive @ Delete
Recipe TitIe created September 16,
2015
On "lora_packet_sent", add a row to my spreadsheet last run about 1 hour ago

run 1,110 times
use '#' to add tags

A Receive notifications when this Recipe runs



| [ NON ) Y. |8l mbed Compiler /HelloLoR: x | % ThingPark® Wireless Logc % “‘\‘Rectpezmonn-urrrr X /“ [E]IFTTT_Maker_Events - Go- x ( _

€& - C (O nttps://docs.google.com/spreadsheets/d/1 wx =
IFTTT_Maker_Events | Gigmell.com ~
File Edit View Insert Format Data Tools Add-ons Help Lasteditwas 1 hourago Comments

& e ~ P 0§ % 0 00123 CourierNew - 10 - B Z 5 A. & -H-

vlvl—:‘v More ~

fv  September 16, 2015 at 04:51PM
] A B Cc D

1075 September 28, 2015 at 12:02AM lora_packet_sent 000102030405060708090a0b0c0d0e0£101112131415161718191alblcldlelf
1076 september 28, 2015 at 12:06AM lora_packet_sent 202122232425262728292a2b2c2d2e2£303132333435363738393a3b3c3d3e3f
1077 September 28, 2015 at 12:10AM lora_packet sent 404142434445464748494a4b4c4d4e4£505152535455565758595a5b5¢c5d5e5f
1078 Sseptember 28, 2015 at 12:13AM lora_packet_sent 606162636465666768696a6b6c6d6e6£707172737475767778797a7b7c7d7e7£
1079 September 28, 2015 at 12:17AM lora_packet sent 808182838485868788898a8b8c8d8e8£909192939495969798999%9a9b9¢c9d9%e9f
1080 September 28, 2015 at 12:21AM lora_packet_sent alala2a3a4aS5a6a7a8a9aaabacadaeafbOblb2b3b4b5b6b7b8b3babbbcbdbebf
1081 September 28, 2015 at 12:25AM lora_packet_sent cOclc2c3cé4cS5c6c7c8c9cacbeccdececfd0dld2d3d4d5d6d7d8d9dadbdeddded
1082 September 28, 2015 at 12:36AM lora_packet sent elele2e3edeSebe7eB8e%eaebecedeeeff0f1f2f3f4f5f6f7f8f9fafbfcfdfeff
1083 September 28, 2015 at 12:38AM lora_packet_sent 000102030405060708090a0b0c0d0e0£101112131415161718191alblcldlelf
1084 . september 28, 2015 at 12:40AM lora packet sent 202122232425262728292a2b2c2d2e2£303132333435363738393a3b3c3d3e3f

lora packet sent 000102030405060708090a0b0c0d0e0£1011121314151617181%1alblcldlelf

TUoL
1087
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1091
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Thanks.

thomas.amberg@yaler.net
twitter.com/tamberg

valer.net

Slides at goo.gl/fzxbRS -



