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GNI-Seminare

An unseren GNI-Events gewahren wir Einblicke in neue oder sanierte Gebaude unterschiedlichster Art. lhre Gemeinsamkeit:

Sie kénnten ohne moderne Gebaudetechnik und Gebaudeautomation nicht genutzt und betrieben werden.

loT im Gebaude - Quickstart - Modul 1 A

Ort: Bahnhof Zurich, Au Premier
Datum: 14.11.2019 14.00 - 17.00 Uhr

Sei es Uber Internet oder die firmeninterne Informatik - wir alle leben in einem riesigen Netzwerk von Netzwerken, das es
ermaoglicht, alles mit allem zu verbinden, das heisst Menschen mit Menschen, Maschinen oder Geraten. Jeden Tag mussen
sich Bauherren und Investoren, die wettbewerbsfahig bleiben wollen, dringender um die Konnektivitat ihrer Gebaude
kiimmern.

Die Gebaude Netzwerk Initiative bietet eine neue Serie von Schulungen Uber loT im Gebaude an. Als Start, steht ein
Einflihrungsnachmittag fur alle auf dem Programm.

Unsere Referenten:
Prof. Thomas Amberg, Fachhochschule FHNW und Mitgleder des Projektteams.

Das komplette Programm kann hier heruntergeladen werden.

Unsere Events sind flr
GNI-Mitglieder, Studenten
und Medien kostenlos!

Mitglied

Die GNI setzt sich fiir die
Branche ein, informiert
und vernetzt Spezialisten
untereinander.

Erfahren Sie hier, was
lhnen eine Mitgliedschaft
bringt.

> Mitglied werden

> Anmeldung

10T im Gebaude - Anwendung - Modul 2 v
Achsenflexible, integrale Raumautomation %
10T im Gebé&ude - Praxis/Technik -Modul 3 ~

Folgende Firmen unterstiitzen
die loT-Kurse:

Gold

ABB Technikerschule

Technik. Informatik. Wirtschaft. Management >
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<~  Thomas Amberg

Edit profile

Thomas Amberg
@tamberg

Maker/.:wengineer trying to work on stuff that matters. Founder @yaler. Organiser
@iotzh, @makerfairezh. Embracing the future. Becoming a teacher.

© Zirich & tamberg.org Joined December 2006
3,796 Following 2,143 Followers
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Start a new group Explore  Messages ® Notifications ®

Change photo

o — —' == IoT Zurich
|

@ Zirich, Switzerland
8) 2,316 members - Public group
(% Organized by Thomas Amberg and 1 other

share: [[] W [

About Events Members Photos Discussions More Manage group

What we're about Organizers

how it works and what it means for our future. Together we learn about use...

This meetup group is for everybody interested in the Internet of Things (loT), Thomas Amberg and 1 other
Message
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Tatigkeiten an der FHNW

Dozent fur Internet of Things am Institut flir Mobile und Verteilte Systeme

Forschungsschwerpunkt

Internet of Things (IoT)

Lehrtatigkeiten

« loT Engineering
+ System-Programmierung

Hochschule

Hochschule fiir Technik

Das Ausbildungszentrum fur Ingenieurwesen, Informatik und
Optometrie. In der Forschung erzeugen wir Wissen und Lésungen
fUr Industrie und Wirtschaft.

Kontakt -+

Prof. Thomas Amberg

Dozent fUr Internet of
Things

Telefonnummer
+41 56 202 84 24 (Direkt)

E-Mail
thomas.amberg@fhnw.
ch

Fachhochschule
Nordwestschweiz
FHNW

Hochschule fur Technik
Bahnhofstrasse 6

5210 Windisch
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Internet of Things (I10T)

Verschmelzung von Internet
und physischer Welt.

"Internet-verbundene Computer,
mit Sensoren und Aktuatoren."

"Physische Objekte mit Web API."



https://twitter.com/hansamann
https://twitter.com/hansamann
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PHQNAK Hearing aids Q Find a Provider C}
lifeis on

First time  Experienced Power = Children & Teens Tinnitus = Single-sided hearing Lyri¢" Accessories Apps All products

@ Clear, rich sound

Enjoy better speech understanding in noise',
less listening effort? and be amazed at how
well your hearing aids perform from the
first fit and every time you wear them.

@ Connects to
smartphones, TV and
more

Phonak Audéo Marvel hearing aids connect
directly to either your iOS or Android
smartphone or other Bluetooth® enabled
devices. Use them for hands-free calls,
listening to TV, music, e-books, podcasts
and so much more.
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EIBIUELOOIN rccmoiorr  sownons wamers  ocveros winsstweroom  specretios  nesources
esh_networking resources
now ava ilable

See what's new

Develop 2
with & .
Bluetooth @

Learn how to bring

Bluetooth to market 01. JOIN 02 BUILD 03. QUALIFY 04. BRAND
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SOFTWARE OPERATOR UNIFI AMPLIFI PRODUCTS DOWNLOADS SUPPORT COMMUNITY

Dual-Radio Performance, Gigabit Speeds

The UniFi AC Lite AP delivers 5x the performance of the first-generation UniFi AP while still
maintaining Ubiquiti’s disruptive pricing strategy.

ADVANCED PERFORMANCE FOR THE FUTURE

. \ 802.11AC

802.11N
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The Mobile

Broadband Standard 5 S 3}

A GLOBAL INITIATIVE

About 3GPP Specifications Groups Specifications 3GPP Calendar Technologies News & Events Home Sitemap Contact

Recent News Search

5G/ACIA 5G-ACIA, Non-Public Networks for sorr wenae: s |2
e Industrial Scenarios Sooreh and downond
earch and download specs, docs, CRs and more from

September 3, 2019 the 3GPP FTP Server:

5G-ACIA have published a short paper to describe the industrial (IloT) deployment D ADVANCED FTP SEARCH

scenarios for 3GPP-defined 5G private networks, looking at how organisations can apply
5G technologies on their own premises, either as an independent 5G network or in
conjunction with a public network.

READ MORE ... More News:

A ™1~ ‘A 1 * ™A~ ~¢t 1! 1 1 I e
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L§Ra Alliance’

LoRaWAN'

LoRaWAN? for

What is LoRaWAN®? developers

Read more about the

LoRaWAN ificati
The LoRaWAN® specification is a Low Power, Wide Area (LPWA) networking protocol designed to wirelessly - i

connect battery operated ‘things’ to the internet in regional, national or global networks, and targets key
Internet of Things (IoT) requirements such as bi-directional communication, end-to-end security, mobility
and localization services.

LoRaWAN® for
Developers



® ® Q Connect your devices with the X +

(& & Swisscom (Schweiz) AG [CH] | swisscom.ch/en/business/enterprise/offer/iot/lpn.html @ Y * % ‘
Q Offer Insights and Success Stories Business area Contact £

< | Connect your devices with the Low Power Network (LPN) LoRaWAN

Network coverage map

The Swisscom LPN currently covers 96.7% of the Swiss population. The information contained in this map is based on
network coverage simulations, so small variations in coverage may occur. Map dated 14 June 2019.

4

Map Satellite




@ Zurich - The Things Network ¢ X -

(& @ thethingsnetwork.org/community/zurich/

3 -
Communities Learn
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NETWORK

OUR STORY

Support Marketplace
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Z URI CH

JOIN THIS COMMUNITY

CONTRIBUTORS
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DEVELORER FOUTAL VISIT THE PORTAL »

=, LoRa-based Catalog
LoRa
N

Search for solutions in our
marketplace or add your own!

VIEW PRODUCTS »

Ultrasonic Water Metering Smart Utility Starter Package
Hanbit's ultrasonic water metering products utilize Digimondo's end-to-end smart utilities starter
LoRaWAN—based .cormectlwty to enable the near package based on Semtech s LoRa devices simplifies ~. LoRaWAN Academy
real-time transmission of accurate water use data, the deployment and operation of a LoRaWAN e Q\ )
even at very low flowrates. network, allowing municipal utilities insight into the 4 LaRaWAN Academy provides loT
Read the Press Release » business benefits of LoRa-based applications. I/-\‘::g?igrﬁ;l education forall:

Read the Press Release »
LEARN MORE »

LoRa Alliance

LQRa Supporting global adoption of
Alllance’ the LoRaWAN open standard.

LEARN MORE »

MeDa Smart Meters Intelligent Water Metering
v 9 . 5 .
Seluxit integrated Semtech’s LoRa devices into smart Hangzhou Water Meter Co. has incorporated LoRa Ltﬁ

Wireless & RF Selector
Cutda

I\



Ubiquitous Computing



Ubiquitous computing

"The idea of integrating computers seamlessly into
the world at large [...] Ubiquitous computing"

"How do technologies disappear into the background?
The vanishing of electric motors may serve as an in-
structive example”

— Mark Weiser in The Computer for the 21st Century


https://www.ics.uci.edu/~corps/phaseii/Weiser-Computer21stCentury-SciAm.pdf
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https://beaudaniels.com/generic-cutaway-car

@® » Schindler 3300 - The Passenge’ X =

®  ® @ ors-BIMCreate x BEE

< & @& schindler.com/com/internet/en/mobility-solutions/products... % % &%,
C @ Not Secure | bimcreate.otis.com (4] ]

OTIs ? Solid performance

20 Engineered to meet Swiss standards of
~ | precision, the Schindler 3300 has reliability
1 ||| iIrT | 19 and comfort built right in. It transports up
,"

to 15 passengers, travels up to 20 floors at
speeds of 1.0 m/s or 1.6 m/s. Enjoy a worry-
free operation, all day, every day.

Space efficiency

The Schindler 3300 passenger elevator fits
standardized shafts, but with a larger car.
Using smaller technical components makes
for a roomier, more comfortable car that
holds more passengers. Personal freedom,
just when needed.

Choice of design

The Schindler 3300 passenger elevator has
an interior that suits you and your building.
It offers a design choice of several ready-
made décor lines for the perfect match.
With a choice of more than 40 colors for
walls and floors - from contemporary to
brilliant — the right interior ambiance is easy
to create.
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Form and function united

The Schindler 3300 passenger elevator unifies form and function. Its design options will match your building
architecture and it is system engineered making it easy to plan into your residential and small to mid-size
commercial buildings.

Future Ready with Schindler Ahead

SN This product is fully compatible with Schindler Ahead, our 10T portfolio of cloud-based

J Q A products and services. Schindler Ahead connects you to a wide range of digital

£ ‘ solutions for greater convenience in daily operations, including remote diagnostics and

/ : predictive maintenance. loT connectivity also creates new options for advertising,
communication and in-car entertainment.

Solid performance

120 Engineered to meet Swiss standards of precision, the Schindler 3300 has reliability and
!!'] . comfort built right in. It transports up to 15 passengers, travels up to 20 floors at
1 speeds of 1.0 m/s or 1.6 m/s. Enjoy a worry-free operation, all day, every day.

I\
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Why Software Is Eating the World

by Marc Andreessen

in

.

This article was originally published in The Wall Street Journal on August 20, 2011.

This week, Hewlett-Packard (where | am on the board) announced that it is exploring
jettisoning its struggling PC business in favor of investing more heavily in software, where
it sees better potential for growth. Meanwhile, Google plans to buy up the cellphone
handset maker Motorola Mobility. Both moves surprised the tech world. But both moves
are also in line with a trend I've observed, one that makes me optimistic about the future
growth of the American and world economies, despite the recent turmoil in the stock

market.

In short, software is eating the world.

More than 10 years after the peak of the 1990s dot-com bubble, a dozen or so new
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Get a notification in your
hearing aids when the doorbell
rings.

Click for full guide

Send a text message or email to

a caregiver when the hearing
aid battery is low.

Click for full guide

Have your hearing aids go into a
special listening program when
you make a voice command.

Click for full guide

Receive a notification when
your home alarm system goes
off.

Click for full guide

LLLLLL

L il
Explore S

Have your hearing aids switch
to a preferred listening program
based on your GPS location.

Click for full guide
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q
& Good value Transparent (Q) Flexible af Convenient

Unlike your own car, you only pay when Mobility is all inclusive: fuel, servicing Rent for as little as one hour with Without a worry in the world: whether
you use our car sharing vehicles. and insurance. round-the-clock self-service. you are after somewhere to park, a
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Predictive maintenance

Accurate diagnosis is the first step towards fewer and shorter down-times, and
ultimately higher customer satisfaction. Schindler Ahead solutions help identify
irregularities before they affect the equipment’s performance. With precise diagnostics,
service interruptions can be minimized or even avoided.

Real-time information

Schindler Ahead has developed the industry’s first fully closed-loop platform that
enables real-time flow of information. This greatly improves the day-to-day operations
and communication between service technician, building manager and residents.

Personalized solutions

Depending on the location, volume of passengers and traffic patterns, the level of care
needed for elevators varies significantly. With Schindler Ahead, customers can gain a
wide selection of customization options and choose the ones that best suit their
everyday needs.

I\
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971.40 GBX « +22.60 @ GLOBAL v

Innovation  Products & Services About Investors Sustainability Media Careers Q

Home » Products & Services >  Civil Aerospace

Discover the

H#PowerOfTrent

Latest updates on our Trent engine family


https://www.rolls-royce.com/products-and-services/civil-aerospace.aspx

Connected Products
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§\ HEATING

=

- 68

7

It's beautifully designed to keep you comfortable and help save energy.

7 % I

Proven energy savings. Turns itself down when Control it from anywhere.? Remote temp sensing.
Can pay for itself in two you’re away. Learn more >
years or less.!


https://nest.com/thermostats/
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Smart lights

Smarter controls

Philips Hue is not just a smart bulb, it's a smart lighting system. The smart
lights, Hue Bridge, and smart controls will forever change the way you

Hue lights

These smart and energy-efficient LED lights come in a
wide variety of shapes, sizes, and models to suit your

space.

experience light.

Hue Bridge

The heart of your Philips Hue system, the Bridge acts as a
smart hub, connecting your devices to your smart lights.
You can add up to 50 Philips Hue lights and accessories

to one Bridge.

Hue app

Control your smart lights quickly and conveniently with
the Philips Hue app.

ASZ
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Weight & BMI Wi-Fi Scale - B X =+
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@& https://www.withings.com/us/en/body

Meet your new accountability partner

Body offers a complete weight tracking experience tailored to individuals seeking easy,
effective weight management. Weighing in is just the first step. Each session also provides
instant feedback via weight trend and BMI screens, plus automatic sync to a free app on
your smartphone, so you can track progress any time, anywhere.

Weight

-2.31bs

e
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®  ©® [ goodnightlamp.com X

< > C O NotSecure | goodnightlamp.com

Turn a Big Lamp on and Little Lamps which you've given away
turn on too. Anywhere in the world.

Use the Good Night Lamp to tell a loved one ‘now’s a good time for a chat’, 'I'm
thinking of you’ or ‘call me when you get home’. You decide. As your family
grows or moves away, you can add as many Little Lamps as you want.



http://goodnightlamp.com

Active Assisted Living
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caru

Produkt
Uber uns

®

Firmenkunden
Privatkunden

¥

X &

Login
Kontakt

]

D

Smart Sensor

Der CARU Smart Sensor wird in der Wohnumgebung
aufgestellt. Er erfasst verschiedene Raumparameter,
lernt wie sich ein Bewohner normalerweise verhalt und
erkennt Abweichungen davon.

Web App

Die CARU Web App erlaubt individuelle Konfiguratio-
nen und dient als Plattform zur Kommunikation zwi-
schen Bewohnern, Angehérigen und Pflegern.

o

N\ 77778

Dunkel

23.2°C
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caru

Produkt
Uber uns

® K% % & 8

Login D
Kontakt

Firmenkunden
Privatkunden

Sicher. Leicht. Vielseitig.

Direkte Kommunikation

Die natirlichste Art zu kommunizie-
ren ist Uber die Sprache. Daher ver-
steht CARU einfache Sprachbefehle
und kann eine Telefonverbindung zu
einer Vertrauensperson aufbauen.

Indirekte
Kommunikation

CARU empfangt Sprachnachrichten
und Audiodateien, die jederzeit per
Knopfdruck oder Sprachbefehl ab-
gehort werden kdénnen.

Notruf

CARU erkennt wenn Sie Hilfe brau-
chen und stellt zuverlassig und
schnell eine Pflege- oder Notrufver-
bindung her.

Raumklima

CARU informiert Sie liber die aktu-
elle Luftqualitat. So wissen Sie je-
derzeit Uber das Klima in lhrem
Wohnraum Bescheid und wie Sie es
verbessern kénnen.



= CARU Smart Sensor | Notruf fir X -

C @ caruhome.com ® K% % & 8
Produkt Firmenkunden Login D
Cq ru Uberuns  Privatkunden Kontakt
CARU ist Plug & Play
Schnell Verbunden Zuverlassig Aktuell

Zur Installation bendétigt es nur ei-
nen Stromanschluss.

Die Verbindung ist Gber WiFi und
tiber eine integrierte SIM Karte
gewabhrleistet.

Die Notbatterie stellt einen durch-
gehenden Betrieb sicher.

Neue Funktionen werden laufend
entwickelt und Giber Updates
hinzugefigt.

Newelettar — Wir wiirden Qia aarne aiif dem | anifenden halten Tracen SRie cich hiar in den fiir Qie nacecanden
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. Konvergenz der Gebaudeautomation
und IT-Welt

Gebaudeautomation in Zeiten des Internet der Dinge (loT).

o



Gebaude Internet
Lokales Netzwerk

IoT Edge IoT Cloud

Gateway Backend

Client
Automationsbus —— =

Feld-
Gerat Datenspeicher,  Zugriff je nach

| | Visualisierung, Berechtigung
Feldbus Analyse, etc. des Nutzers
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Ubersicht Bussysteme

Aufbau der Bussysteme

Ein Bus ist ein Kommunikationssystem, das eine Vielzahl von Geraten wie Mess-
fahler (Sensoren), Stellglieder und Antriebe (Aktoren) mit einem Steuerungsgerat
untereinander verbindet. Die Bussysteme fir die Gebdudeautomation wurden ab
den 1980er Jahren entwickelt, um die bis dahin Ubliche Parallelverdrahtung binérer
Signale sowie die analoge Signaliibertragung durch digitale Ubertra- gungstechnik
zu ersetzen.

Mit der zunehmenden Verbreitung der Netzwerktechnik und dem Einzug von
Standard-Technologien des Internet ins Geb&ude nahern sich die Bussysteme der
Gebé&udeautomation der neuen Kommunikationswelt an und lassen sich tber IP-
Netze Ubertragen.
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HOME
Welcome!

BACKGROUND
Overview
Tutorials

FAQ

COMING EVENTS
Coming Events

COMMITTEE
ACTIVITY

Organization
Working Groups
Vendor IDs
Addenda

Errata
Interpretations

CONTACTS
ASHRAE
RACnHnet-l

™

| | | |

I'T WORKING GROUP
Information Technology

Status

Since the design of BACnet began in 1987, much has changed in the world of computers,
networking technology, and building automation systems. BACnet has been sufficiently
flexible to handle many of these changes, but more changes are coming that may further
challenge BACnet's architecture. Here are some of the changes that could affect the
requirements for building automation systems:

1. The trend toward convergence of IT and building automation

2. Network security policies and standards

3. The increasing use of battery-powered and wireless networked devices
4. "Smart Grid" applications that involve building automation systems

The BACnet IT working group's primary task will be to enumerate the general
communication requirements of building automation systems that will be deployed over the
next several years and evaluate BACnet against those requirements. To the extent that
BAChnet does not meet those requirements, the working group will discuss, at a high level,
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WHAT IS KNX? BENEFITS GET STARTED SOFTWARE COMMUNITY PROJECTS

KNX and the Internet of Things

Internet of things is a buzzword in the world of information technology. Everyday objects become intelligent and communicate via the internet. This also

means that the possibilities for home and building automation are increasing. A home of office where many different objects are connected with each other is
no longer a dream but has become reality.

KNX takes a leading position in working with Internet of things and we offer different kinds of 1oT solutions. Internet of things opens up new ways in the
operation and visualization of KNX systems. We are creating the future of home and building control and Internet of Things will help us succeed.
ing INTEY" =",
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Interoperability

for building OPC UA Applications Standard

FOUNDATION

The Industrial Interoperability Standard™
Search ~

About ~ Membership ~ Products ~ Certification ~ Markets & Collaboration Resources v

About » OPC Technologies » Unified Architecture

Unified Architecture

The OPC Unified Architecture (UA), released in 2008, is a platform independent service-oriented architecture that integrates all the functionality of the
individual OPC Classic specifications into one extensible framework.

This multi-layered approach accomplishes the original design specification goals of:

« Functional equivalence: all COM OPC Classic specifications are mapped to UA
« Platform independence: from an embedded micro-controller to cloud-based infrastructure

« Secure: encryption, authentication, and auditing

Extensible: ability to add new features without affecting existing applications

« Comprehensive information modeling: for defining complex information

Fiinctional Eannivalancea
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7% SECURITON PRODUCTS SERVICES NEWS

Smoke switch systems

LRS ventilation smoke switch system

With the LRS 01 and LRS 02,
Securiton offers two systems
for early smoke detection and
the actuation of fire and
smoke protection dampers.
The practical all-round
solution stands out by virtue of its well-thought-out details. The flow-
optimised two-tube airflow system complements the reliable smoke
switch technology inside a sturdy fibreglass-reinforced housing. The LRS
therefore guarantees maximum detection reliability in ventilation ducts,

combined with unique advantages during mounting and maintenance.

ABOUT US

CONTACT Q

Fire door control

Every fire begins with the
unnoticed formation of smoke
and the silent spread of toxic

gases that are lethal to

humans. Within an extremely
short time, emergency exit
and rescue routes are filled with smoke and can no longer be used. With
a fire door control, open doors and gates are closed automatically in the
event of a fire and the smoke is prevented from spreading. Emergency
exit and rescue routes are kept free of smoke for evacuation and

damages are limited to the affected fire sector.
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loT Hub

MQTT, AMQP
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loT Hub device identity and Azure loT Edge runtime
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(54 & github.com/Azure/iot-edge-opc-publisher @ Y x & i

Pullrequests Issues Marketplace Explore

L] Azure / iot-edge-opc-publisher © Watch~ 46 * Unstar 131 YFork 84

<> Code Pull requests 0 Actions Security Insights

Azure Industrial loT - OPC Publisher

D 378 commits ¥ 4 branches © 18 releases 42 13 contributors

Branch: forward v Create new file  Upload files  Find file

[ README.md Update readme 3 months ago

README.md

OPC Publisher

The OPC publisher, including source code history, Issues and Code moved to the Azure/Industrial-loT repo.

This repo contains all releases up to version 2.4.1 but is no longer maintained.
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C @& docs.aws.amazon.com/greengrass/latest/developerguide/opcua.html
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The example implementation uses a Node.js Lambda function that acts as an OPC-UA proxy on a Greengrass core. This is
possible because Lambda functions running on a core can access network resources. In the following diagram, the
OPCUA_Adapter Lambda function transfers information sent from an OPC-UA server over TCP to other functions or

services in the Greengrass group.

loT things in
the field

PLC1

v

OPC-UA
Server

AWS loT Greengrass Q\\;

Topic namespace for PLC 1

o

. ProcessingLambda
OPCUA_Adapter
Topic namespace for PLC 2
Jopcua/server/node/plc2
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loT Edge runtime

The Azure IoT Edge runtime enables custom and cloud logic on |oT Edge devices. The runtime
sits on the loT Edge device, and performs management and communication operations. The

runtime performs several functions:

e Installs and update workloads on the device.

Maintains Azure loT Edge security standards on the device.

Ensures that loT Edge modules are always running.

Reports module health to the cloud for remote monitoring.

Manages communication between downstream leaf devices and an loT Edge device,

between modules on an |oT Edge device, and between an loT Edge device and the cloud.

"
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The Place to Start Your Custom X -
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(& @ predix.io/catalog/services/ a Y
PREDIX Developer Network CATALOG DOCUMENTATION RESOURCES FORUM SUPPORT  ABOUTIIOT PLATFORM
OPERATIONS
Predix Cl peprecaten Business Operations Predix Logging Machine Data Analytics 0

Predix Cl is a continuous integration and
delivery service integrated with the Predix

platform.

PREDIX

Accelerate multi-channel rollouts and easily
manage numerous business models to grow

revenue and maximize profits.

PREDIX

Aggregate, view, and analyze your Cloud

Foundry applications log files.

PREDIX

Simplify collection and analysis of big data
from infrastructure, security systems, and

business applications.

splunk >

* %

SIGN IN

ANALYTICS SERVICES

SAS Event Stream
Processing

Analyze continuously flowing data over long
periods of time where low-latency

incremental results are important.

Gsas

Anomaly Detection
Use this standalone analytic service to
identify threats and anomalous events in

critical infrastructure and operations.

© THETARAY

NT. ACTION

Dynamic Time Warping
Perform advanced time-series analysis and
find the optimal alignment between two time

series of different lengths.

TC Pgeice

Analytics Framework
Deploy, orchestrate, and schedule analytics

for execution in Predix.

PREDIX

SECURITY

Web Application Security
Find and fix vulnerabilities in your application

before they become a problem, with easy-to-

Key Management Service
Securely create, control, manage, audit, and

visualize cryptographic keys used to encrypt

Credential Store and
Encryption Vault

Securely store and manage access to tokens,

rmmmiiimede AP batin et mtb e mom ol mat

Predix-DCS I
Predix-DCS issues a certificate to the device

or application, allowing customers to
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loT Hub

Connect, monitor, and manage billions of loT
assets

Get started quickly

Connect and manage billions of [oT devices and assets

Support a broad set of operating systems and protocols Make Sense Of data to Optlmlze
operations, manage assets,
rethink products and services,

and transform the customer
Ingest real-time data and upload files to the cloud experience_

Get started with loT Hub >

Explore loT Hub:

Establish reliable, bi-directional communication

Enhance the security of your loT solutions

Make the Watson loT Platform the hub of your
loT projects. Deploy a cloud-hosted framework
on IBM Bluemix.

Pricinc

Get started with AWS loT

(4 Try Watson loT Platform
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< C' @ thingsboard.io
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ThingsBoard
Open-source loT Platform

Device management, data collection, processing and visualization for your loT solution

LEARN MORE
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Schindler

DIGITAL SOLUTIONS TAILORED
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Pullrequests Issues Marketplace Explore

) cloudevents / spec ®Watch~ 120 % Unstar 1.4k Y Fork 167
<> Code Issues 14 Pull requests 0 Actions Projects 0 Security Insights
378 lines (278 sloc) 15.1 KB Raw Blame History [J #° [

HTTP 1.1 Web Hooks for Event Delivery - Version 1.0

Abstract
"Webhooks" are a popular pattern to deliver notifications between applications and via HTTP endpoints. In spite of

pattern usage being widespread, there is no formal definition for Web Hooks. This specification aims to provide such a
definition for use with CNCF CloudEvents, but is considered generally usable beyond the scope of CloudEvents.

Status of this document

RS el SUAs SLTlEEI o SaecTlsRes fn S Reoise
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&< C  ® Not Secure | matt.org
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‘ @ News Docs Wiki Software Community FAQ

-T77

MQTT is a machine-to-machine (M2M)/"Internet of Things" connectivity protocol. It was designed as an
extremely lightweight publish/subscribe messaging transport. It is useful for connections with remote
locations where a small code footprint is required and/or network bandwidth is at a premium. For example, it
has been used in sensors communicating to a broker via satellite link, over occasional dial-up connections
with healthcare providers, and in a range of home automation and small device scenarios. It is also ideal for
mobile applications because of its small size, low power usage, minimised data packets, and efficient
distribution of information to one or many receivers (more...)

News

MQTT v5.0 now an official OASIS standard

April 3rd, 2019 - No Comments
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VerneMQ: A Distributed MQTT Broker

V verne

VerneMQ is a high-performance, distributed MQTT message broker. It scales horizontally and vertically on commodity
hardware to support a high number of concurrent publishers and consumers while maintaining low latency and fault
tolerance. VerneMQ is the reliable message hub for your loT platform or smart products.

VerneMQ is an Apache?2 licensed distributed MQTT broker, developed in Erlang.
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40 Results

[ New ]

TRADFRI
LED bulb E26 250 lumen

$9.99
5.0 (1)

Products v

Rooms v Ideas & Inspiration

New at IKEA
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Price v
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LED bulb GU10 400 lumen

$8.99

Color
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More filters \/

"

TRADFRI
LED bulb E26 806 lumen
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(& & ch.ch/de/checkliste-fur-den-umzug/

Checkliste fur den Umzug

Haben Sie beim Zligeln an alles gedacht? Ans An- und Abmelden bei der
Wohngemeinde? An die Adressanderung bei der Post? Unsere Checkliste ,Umzug” hilft
Ihnen, nichts zu vergessen - vor, wahrend und nach den stressigen Umzugstagen.

Vor dem Umzug

« Schliessen Sie einen neuen Mietvertrag (oder einen Kaufvertrag)ab und kiindigen
Sie den alten fristgerecht, am besten mit einem eingeschriebenen Brief.

« GebenSiebeilhremArbeitgeber einen freien Tag ein. Sie haben in der Regel
Anrecht auf einen Umzugstag. Bei langen Distanzen erhalten Sie u.U. langer frei.

« Melden Siesich rechtzeitig bei Ihrer alten Wohngemeinde ab - informieren Sie sich
vorgdngig bei der Einwohnerkontrolle, ob Sie evtl. personlich vorsprechen
mussen.

« Wenn Sie einen Hund besitzen, missen Sieauch diesen bei Ihrer alten
Wohngemeinde abmelden.

« Informieren Sie Ihren zustandigen Sektionschef (Militar), die zustandige

=% il dArasmareralla fZivitl Aiamesf Y mA wmw AT A =ivet s tma Zuitilemlkivibr=sretalla 7 i le=Biair=\ A s
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® ® @ Moving Your Smart Home | Thin X +

(51 & allconnect.com/blog/do-and-dont-moving-smart-home aQ % % & l :

Moving your smart home: What
you should (and shouldn’t) do

ﬁ Alex Sheehan Jul 23, 2019

Remember when smart homes were creepy, futuristic dreams? Now it seems like everyone has

some sort of connected device running their household.

But when it comes time to move, it’s not as easy as throwing it all into a box. You have a lot more
prep to think about than that. And not all of your home automation devices come with you

(sorry!). Here are some smart home ideas and tips for your upcoming move.

Think about what to take and what to
leave hehind



® ® @) Moving Your Smart Home | Thin X +

(51 & allconnect.com/blog/do-and-dont-moving-smart-home

Disconnecting

Use your list to go through and back up any data or files you have stored on each device.
Remove loose media (memory cards, for example) and put that aside.

For devices moving with you

® Detach cables, wires, accessories and any other “add-ons” so you can pack those separately
— you don’t want a wire port to be destroyed in transit

® Disconnect from power source

® Remove batteries to avoid corrosion

For devices staying behind

® Disable your administrative access — schedule it for your move-out date
® | og out of all your user accounts

® Reset devices to factory settings
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(& & support.tado.com/hc/en-gb/articles/214488283-1-am-moving-and-want-to-leave-tado-installed-for-the-new-tenants-What-do-I-have-to-do- @ % * & ‘ :

I'm moving and leaving my tado® devices behind. What should | do
to make sure that the new owners can use them?

You can only transfer ownership of a tado® device if you own it and it is not rented.

If you own your tado® devices, here’s what you need to do to ensure that the new owners can use

your devices:

1. Invite them to join your tado® Home.
2. Once they have accepted your invitation, they can update their contact details by going to

Settings > Home > Home details.
3. Next, you either need to remove yourself or ask them to remove you from the tado® Home

by following these steps.
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& > C @& home.vzug.com/en/devices/ Q@ T %

V-ZUG-HOME NETWORKABLE WASHROOM DEVICES

V-ZUG networkable washing machines

Effective, hygienically clean, but also resource-saving — V-ZUG washing machines are of top-class quality.
But that’s not all. Thanks to a LAN connection, the washing machine sends a message to your
smartphone as soon as the washing cycle has finished.

V-ZUG-Home washing machines - more information!

V-ZUG networkable tumble dryer

V-ZUG tumble dryers help you to do your housework in no time. There's no longer any need to trek to the
laundry room to see whether the programme has finished — the networked tumble dryer will even let you
know when the fluff filter needs cleaning, for example.

V-ZUG-Home tumble dryer - more information!
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(& & cnet.com/features/amazons-helping-police-build-a-surveillance-network-with-ring-doorbells/ * * & l

Its popular Ring smart doorbells mean more cameras on more doorsteps,
where surveillance footage used to be rare.

BY ALFRED NG | JUNE 5, 2019 ROBERT RODRIGUEZ

If you're walking in Bloomfield, New Jersey, there's a good chance you're being recorded. But it's
not a corporate office or warehouse security camera capturing the footage -- it's likely a Ring
doorbell made by Amazon.

While residential neighborhoods aren't usually lined with security cameras, the smart doorbell's
popularity has essentially created private surveillance networks powered by Amazon and promoted
by police departments.
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(& & twitter.com/i/web/status/1160732886842138625 ® @ ¥ * &
EFF @ b4 Q  Search Twitter
@EFF
The unregulated surveillance partnership between Relevant people
Amazon's Ring and local police is a threat to our privacy,
and so is the misleading panic it creates. @EFF

We're the Electronic Frontier
Foundation. We defend your civil
liberties in a digital world.

Terms Privacy policy Cookies Ads info

More v © 2019 Twitter, Inc.

Amazon's Ring Is a Perfect Storm of Privacy Threats

Doors across the United States are now fitted with Amazon’s Ring, a combination
doorbell-security camera that records and transmits video straight to users’ ...
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< C' @& amazon.com/alexahospitality

O aimazon a [e)(a Create Amazon Business Account

Alexa f ospitality

Memorable E ces. Better Service. Just Ask.

Sign in with Amazon Business

Your guests want hospitality experiences that are personalized, and
memorable. Alexa for Hospitality helps you deliver those immersive
experiences, so you can delight your guests, and improve your teams'
productivity.

Alexa for Hospitality integrates seamlessly with your existing amenities
and services, to become your guests' virtual concierge. Alexa simplifies
tasks for guests like playing music, ordering towels, controlling in-room
temperature or lighting, finding local restaurants and attractions, calling,
and even checking out. Alexa makes delivering a great customer
experience simple. Just ask.

» 0:00/1:38
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(& & aws.amazon.com/alexaforbusiness/?nc=sn&loc=1 @ Y x & i

Contact Sales Support ¥ English ¥ My Account ¥ Create an AWS Account

Alexa for Business Overview Features Pricing Use cases ¥ Getting started Resources FAQs Solutions Customers

Use Cases

Alexa in Meeting Rooms

Meeting rooms are common offenders for lost productivity. From finding an available
room for your ad hoc meeting, interacting with the meeting room technology, or finding
real time help when it all goes wrong, the experience can be frustrating and time
consuming. Alexa for Business simplifies your meeting room experiences and let's you
interact with your meeting rooms in the easiest and most natural way - by just using your
voice. Alexa for Business works with your existing conferencing equipment and meeting
solutions. Starting a meeting is as simple as saying “Alexa, join my meeting” and Alexa
finds the upcoming meeting on the calendar, turns on the display, and connects you to
the meeting. When you need a room for your ad hoc meeting or extend your booking, you
can just say “Alexa, book this room for 30 minutes” or “Alexa, extend my meeting by 15
minutes”. Learn more

Alexa for Employees

. With Alexa for Business, you can invite your employees to be part of your Alexa for
‘ Business organization. Once enrolled, employees can use the Alexa enabled devices they
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Contact Sales Support ¥ English ¥ My Account ¥ Create an AWS Account

Alexa for Business Overview Features Pricing Use cases ¥ Getting started Resources FAQs Solutions Customers

Shared devices

Shared devices can be accessed by anyone, and they are not associated with personal Alexa accounts. You can specify the skills that can be used on each device.
Alexa for Business administrators can never see the utterances of an enrolled user or a shared device. To learn more, see Alexa for Business FAQs.

“Alexa, start the meeting.”

“Alexa, lower the blinds

“Alexa, call a shuttle

to building 1.” “Alexa, order more paper
for the copier.”

“Alexa, find an open
conference room.”
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Alexa Privacy Privacy Settings Common Questions

Alexa and Echo devices
are designed to protect
your privacy

Manage voice
recordings

Wake word Indicators Microphone controls Camera controls
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Amazon Workers Are Listening to What
You Tell Alexa

A global team reviews audio clips in an effort to help the voice-activated
assistant respond to commands.

By Matt Day, Giles Turner, and Natalia Drozdiak

11 April 2019, 00:34 CEST
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With this data, Amazon won't be able to just sell
you clothes or judge you. It could analyze if

HANDS-FREE CA M ERA you're depressed or pregnant and much else.

AND STYLE ASSISTANT

With Echo Look, you can take full-length photos of your daily
look using just your voice. The built-in LED lighting and depth-
sensing camera let you blur the background to make your outfits
pop, giving you clean, shareable photos. Get a live view in the
Echo Look app or ask Alexa to take a short video so you can
see yourself from every angle. View recommendations based on

your daily look and use Style Check for a second opinion on
what looks best. And, because Alexa is built in the cloud, she’s
always getting smarter—and so will Echo Look. . —

amazon

| it {\
I
"Alexa, take a picture." r B
r
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"Alexa, take a video." P ~ | =~
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iPhone Support

Use Face ID on your iPhone or iPad Pro

Face ID lets you securely unlock your iPhone or iPad, authenticate purchases, sign in to
apps, and more — all with just a glance.
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3 Introducing Amazon Go and tI X

- Cheesecake Cupcake 1

Chicken Banh Mi

Sparkling Orange

| - 2 I e
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Introducing Amazon Go and the world’'s most
advanced shopping technology
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Artificial Intelligence (Al) algorithms further improve the counting accuracy
for advanced applications such as in-store analytics. _— R—
Large area tracking to

Al algorithms take the Xovis 3D Sensors’ counting accuracy even closer to perfection. “‘Based on boost sales

the powerful Xilinx Zynq processing platform, we were able to integrate a Deep Net with a
classification accuracy of more than 99.5% on the edge device. Compared with the technologies
available today, this process significantly enhances people detection,” comments Xovis co-founder
and CTO Markus Herrli.

Al-powered Xovis 3D Sensors and
Amoobi’s in-store analytics solution
provide profound insights into shopper

behavior.
Moreover, Al-powered Xovis 3D Sensors open up future applications for footfall counting, people S
flow monitoring and in-store analytics. The retail industry, in particular, will benefit from new
possibilities such as returning customer detection, full-path customer analytics and the installation
of cashier-free payment systems. At airports, anonymous passenger tracking over long distances Solutions

will lead to new insights and to a seamless travel experience.

What is Al and Deep Learning?
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Facial recognition

Facial recognition technology scrapped at
King's Cross site

Surveillance software switched off at prestigious development
after backlash
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Personal datais as hot as nuclear waste
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Wem gehoren die Daten?
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Aral Balkan
The Matrix, Inverted

The M atrix, Inve r‘ted More from @redev Conference

Gredev Conference Pro more
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The Matrix, Inverted
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MIDATA coor

Projects

DE FR

People Publications Contact

CITIZEN OWNED

Copies of personal data are stored in citizen-
owned and citizen-controlled MIDATA
cooperatives. Members profit from data analysis,
visualization and interpretation tools. In this way,
members will increasingly be able to take control
over their own health.

«

TRANSPARENT

Transparency is ensured by the fact that the
governance principles of MIDATA cooperatives
are public. Members are informed and can
participate in decision making processes. They

can also withdraw their personal data at anytime.

e

NOT FOR PROFIT

In the same way that blood banks and citizen
science platforms work best when no financial
incentives are offered, MIDATA cooperatives are
not-for-profit. Revenues will be reinvested into
services on the platform and into research
projects for the benefit of society.

SECURE

Data are multiply encrypted and only the members
possess the key to their data. Every data access is
logged. Secure citizen-controlled data access
across different national cooperatives will be
established to permit global research projects and

o D e Bl il e

P
OPEN SOURCE

MIDATA cooperatives offer an innovation platform
(APIs) for third parties by providing a secure
sandbox in which to develop data analytics and
visualization services on members’ data without
having to establish their own data storage
environment.

Q

REGIONAL

The MIDATA model enables the construction of
regional/national cooperatives which, by a set of
common rules, permit global research projects to
be set up and carried out in a fair and democratic
manner.
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DIGITAL TWIN CMU

Hochschule fir Architektur, Bau und Geomatik: Project Ziel ist daher die Erstellung eines BIM-Modells mit
Initiative Digital Twin Campus Muttenz - Innovation Integration von Sensordaten ftir den Campus Muttenz
Platform for Teaching and Research (DigitalTwinCMU) als Grundlage fur die Lehre und Forschungsprojekte

(Erstellen eines Digital Twins).
Moderne Geb&ude werden heute fast auschliesslich
mit digitalen Methoden erstellt (Virtual Design and
Construction VDC, auch bekannt als Building
Information Modelling BIM).
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DATENSCHUTZ-GRUNDVERORDNUNG (DSGVO) ERWAGUNGSGRUNDE BDSG THEMEN ¥ GDPR

DSGVO

Kapitel 1 (Art. 1 —4) v

Allgemeine Bestimmungen Kapitel 3

i Ml v Rechte der betroffenen Person
Kapitel 3 (Art. 12 - 23) v

Rechte der betroffenen Person

Art. 12 — Transparente Information, Abschnitt1 - Transparenz und Modalitdten
Kommunikation und
Modalitaten fiir die Ausiibung Artikel 12—  Transparente Information, Kommunikation und Modalitéten fir die
der Rechte der betroffenen Ausiibung der Rechte der betroffenen Person
Person
Abschnitt2 - Informationspflicht und Recht auf Auskunft zu
Art. 13 - Informationspflicht bei personenbezogenen Daten
Erhebung von
personenbezogenen Daten bei Artikel 13 -  Informationspflicht bei Erhebung von personenbezogenen Daten bei

der betroffenen Person der betroffenen Person

Art. 14 — Informationspflicht, wenn die
personenbezogenen Daten
nicht bei der betroffenen Person
erhoben wurden

Artikel 14 - Informationspflicht, wenn die personenbezogenen Daten nicht bei
der betroffenen Person erhoben wurden
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Consumer Rights Protection and Biometric Recognition
Technology: An Unattainable Balance?

Posted: 17 Apr 2018

Marta Santos Silva
Maastricht University, Faculty of Law, Private Law Department

Date Written: April 1, 2018

Abstract

Biometric technology is part of our everyday connected lives. Wi-Fi tracking and radio waves, predicting
analytics and deep learning allow its use for recognizing faces, voices, movements, personality and character.
Governments and private companies have been applying biometric recognition technology in the sectors of
fitness, healthcare, transportation, entertainment and security. More recently, the retail marketing industry
has been resorting to it to monitor and control consumer engagement levels in real time thereby generating
new sources of income. Biometric technology is unobtrusive, and it can be used to provide more impressive,
tailor-made experiences to consumers. However, the intrusiveness of this technology, readily accessible in
mobile phone’s front cameras, as well as the immutability of the datasets and the impossibility of
anonymising them through differential privacy techniques, or of replacing them in case of hacking, gives
room for serious concern. Recognition technology poses critical threats to privacy and civil liberties, such as
free association and free expression. From another perspective, this disruption also threatens to affect
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Assisting Users in a World Full of Cameras
A Privacy-aware Infrastructure for Computer Vision Applications

Anupam Das, Martin Degeling, Xiaoyou Wang, Junjue Wang, Norman Sadeh, Mahadev Satyanarayanan

Carnegie Mellon Univeristy

{
Abstract
Computer vision based technologies have seen
widespread adoption over the recent years. This use

is not limited to the rapid adoption of facial recognition
technology but extends to facial expression recognition,
scene recognition and more. These developments raise
privacy concerns and call for novel solutions to ensure
adequate user awareness, and ideally, control over the
resulting collection and use of potentially sensitive data.
While cameras have become ubiquitous, most of the time
users are not even aware of their presence. In this paper
we introduce a novel distributed privacy infrastructure
for the Internet-of-Things and discuss in particular how
it can help enhance user’s awareness of and control over
the collection and use of video data about them. The

these cameras create, process and transfer personally identi-
fiable information to an extent that often remains unknown
to those being affected by the technology. Therefore regu-
lators are now investigating particular applications of com-
puter vision [52] and there is a growing need for tools that
inform users about what data is collected and what choices
they have with respect to how the data is used.

In this paper, we focus on the use of facial recognition
because this technology has not only improved in accu-
racy and performance that surpasses human performance
in certain cases [52], but also seen wide spread adoption
and steady growth in the commercial sector [4]. By defini-
tion facial recognition refers to a biometric technology that
identifies individuals based on their distinctive and measur-
able facial patterns. Traditionally, facial recognition tech-
noloov hac been ntilized bv covernment and law enforce-

I\
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Our PEP maintains a database for storing each user’s pri-
vacy settings, e.g., to disable facial recognition during spe-
cific times of the day or when one is at a specific location.

6. Privacy-aware Video Streaming

We integrate our privacy-aware notification infrastruc-
ture with a video denaturing system to build a privacy-ware
video streaming service. Our proposed system informs
users of nearby cameras when they approach the vicinity
of deployed cameras. It also provides users with an opt-
in choice (as our default policy is opt-out) to facial recog-
nition based services. We have developed an automated
class attendance app as one possible application. Other use
cases where facial recognition technology best fits our in-
frastructure include automated menu suggestion, admission
to transportation systems or checkout kiosks. In the fol-
lowing section we will first briefly describe the different
components of the face denaturing system. Next, we will
describe the interactions that take place among the differ-
ent components. Lastly, we present some performance and
scalability results. The face denaturing system proposed by
Wang et al. [54] consists of a Face Trainer and a Privacy
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Figure 3: Privacy-aware video streaming infrastructure. Numbers in the
figure correspond to the different steps in the overall work flow.

used to perform facial recognition in her vicinity. She
can review the privacy policy associated with the tech-
nology and decide, e.g., on whether or not she wants
to support the purpose for which the data is collected.
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Reclaiming data with your face
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Choose an open source license

An open source license protects contributors and users. Businesses and savvy developers won’t touch a project without this protection.

Which of the following best describes your situation?

P23

Ineed toworkina
community.

Use the license preferred by the
community you’re contributing to or
depending on. Your project will fit right in.

If you have a dependency that doesn’t have
a license, ask its maintainers to add a
license.

I want it simple and
permissive.

The MIT License is short and to the point. It
lets people do almost anything they want
with your project, like making and
distributing closed source versions.

Babel, .NET Core, and Rails use the MIT
License.

I care about sharing
improvements.

The GNU GPLv3 also lets people do almost
anything they want with your project, except
distributing closed source versions.

Ansible, Bash, and GIMP use the GNU
GPLvS.

I\
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HOME / ABOUT US / PRESS RELEASES @ BOSCH Software Innovations

Invented for life

C' @& Secure https://www.bosch-si.com/iot-platform/iot-platform/open/iot.html & Y¢r | * :

/ ECLIPSE FOUNDATION ANNOUNCES BOSCH ...

Eclipse Foundation announces " . ;
Bosch as a strategic member Only those companies will succeed

Ludwigsburg, Germany - November 3, 2015 - The Eclipse Foundation is /n th e /O 7- tha t a re a b/e tO CO //a bora te
e ORIt Bt e B g e T eI In ecosystems. Only ecosystems

Eclipse Foundation and is actively participating in the Eclipse Automotive

Working Group and the Eclipse Internet of Things (IoT) Working Group. As a pro V/de th e Stra Z’eglc baS/S fO/" OIO en

new strategic member, Bosch will now have a representative on the Eclipse

Board of Directors and will be leading a number of open source projects at / f' OI 3 b / 4 n
Eclipse. More than 10,000 Bosch engineers use the Eclipse Integrated p a t Ofl ) ;S an //7 t@fOp@ra / /ty
Development Environment (IDE).

Bosch is a €49 billion global industrial corporation that provides technology X

and services for industries such as Mobility Solutions, Industrial Technology, D r. Ra| ner Kal Ie n baCh ’ C E O
Consumer Goods, and Energy and Building Technology. The company is one

of the largest suppliers of automotive components and is a leader in the

emerging industrial loT industry.

Bosch's involvement in the Eclipse community includes

e Participating in the Eclipse loT and Eclipse Automotive Working Groups.
¢ Leading the Eclipse Vorto project, an loT tool that allows for the creation
and management of information models that describe IoT devices.
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SMOGE N Many devices, one Home Base — it's app to you.
O pe n SOU rce. Easy operation via radio frequency and the Internet

For an Open Future.

Connect all compatible
devices from different
brands via radio frequency.

Control and monitor devices w\
from different brands with apps e
via Internet. L - S

o
s ‘h 4 & ¥ E

Where it all comes together:

v T the QIVICON Home Base.

Our Vision

Smart Home adoption will only gain momentum if the different devices
can be connected into over-arching use cases, but currently the market

for Smart Home systems and loT gadgets is heavily fragmented. While
there are a couple of companies big enough to establish their own QIVICON lets you bring together multiple Smart Home devices from different brands on one single platform. Not

proprietary ecosystems, we believe that Open Source is the only viable | ©nly can you easily and reliably control, monitor and automate the functions of different brands and devices, you

- <3

option to provide truly open platforms without vendor lock-ins. can even combine them. Quick and easy via Smartphone, tablet or PC.




Daten- und Personensicherheit



® ® Q Five months after returning rent: X -

c

@ arstechnica.com/information-technology/2019/10/five-months-after-returning-rental-car-man-still-has-remote-control/

ars) TECHNICA
Five months after returning rental car,
man still has remote control

Man can still track vehicle, lock and unlock it, and start and stop its engine.

DAN GOODIN - 10/28/2019, 10:35 PM

Consider supporting
Ars Technica

If you enjoy our work, we'd ask
you to support us by

f whitelisting us in your ad
blocker.

If you really despise ads and tracking, we
understand—and have a solution. Ars Pro
is 100% ad free and tracker free. Subscribe
and you'll get more reading options, perks,
and gifts. We offer annual and monthly
subscriptions for all sorts of budgets.

SEE SUBSCRIPTION OPTIONS ‘ @ PRO
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Democracy Dies in Darkness

Your Wiki-connected thermostat
can take down the whole Internet.
We need new regulations.

The government has to get involved in the “Internet of Things."

‘ By Bruce Sc-hm.eler . . [ ] / Y Jeremiah Grossman on Twitter X +
- \ Bruce Schneier is a security technologist and a lecturer at the Kennedy Sch
- /) Harvard University. His new book, "Click Here to Kill Everybody," will be pub & Cc @& https://twitter.com/jeremiahg/status/78957408345313... @ ¢ * & g
November 3, 2016
Late last month, popular websites like Twitter, Pinterest, Reddit and P scz Jeremiah Grossman ‘:\’/ Follow \) v
@jeremiahg M

most of a day. The distributed denial-of-service attack that caused the

vulnerabilities that made the attack possible, was as much a failure of | AS Bruce SChneier recen“y eXplained abOUt
it was of technology. If we want to secure our increasingly computerize I O-I-_ d eVi ce sec Urity "Th em ark et can It fl X thl s
because neither the buyer nor the seller

I
longer a question of if, it’s a question of when. cares.

world, we need more government involvement in the security of the “I

and increased regulation of what are now critical and life-threatening f

5 5 § i 11:08 PM - 21 Oct 2016
First the facts Those websites went down because their domain name &
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Smart ovens have been turning on overnight and
preheating to 400 degrees

June Oven owners are reporting preheating incidents

By Ashley Carman | @ashleyrcarman | Aug 14, 2019, 2:54pm EDT
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E4 — Securing MQTT

E4 is the first and only end-to-end encryption solution for

MQTT, the most popular machine-to-machine protocol.
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® © @ | W Clemens Vasters on Twitter: " x \R Thomas

C' | @ https://twitter.com/clemensv/status/790125665781592064 w %

Clemens Vasters to Ml Following
@clemensv

Unless you're an [T pro, DO NOT follow anyone's
instruction (including any product manual) to set
up "port forwarding" or "UPnP". Thank you!
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11:40 AM - 23 Oct 2016
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Access devices
from the Web

Yaler is a relay infrastructure for secure
access to embedded systems
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Secure by Design - GOV.UK X =+
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i GOV.UK

Home > Consumer protection

Secure by Design

The Government's Code of Practice for Consumer
Internet of Things (loT) Security for manufacturers, with
guidance for consumers on smart devices at home.

Published 28 February 2019
Last updated 6 June 2019 — see all updates
From: Department for Digital, Culture, Media & Sport
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Better loT Principles

This work by betteriot.org is licensed under Creative Commons BY-SA 4.0.

Introduction

This is the latest version of a working document to develop a certification mark for connected products by loT community
members worldwide. This is a work in progress and you may comment freely, join the conversation on Slack, sign up to our
newsletter or give us feedback in writing (alex@iot.london) or on our monthly open calls.

This is a set of principles that we think a vendor — a connected product manufacturer, team or founder — would use to make a
good, secure, ethical, product that also takes into account the General Data Protection Regulation (GDPR). But also to push
beyond the GDPR and look at the entire life cycle of a smart device. From manufacture, to final disposal.
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