


http://betteriot.org/


https://www.meetup.com/iotlondon/


https://www.meetup.com/IoT-Zurich/
https://www.meetup.com/IoT-Zurich/


https://twitter.com/iotwatch/status/927481911467040768


https://twitter.com/peterbihr/status/955758289828052992


https://iotmark.wordpress.com/history/


https://pearl.plymouth.ac.uk/bitstream/handle/10026.1/11101/2018roio10273436phd.pdf?sequence=1&isAllowed=y


https://iot.eclipse.org/white-paper-iot-architectures
https://iot.eclipse.org/white-paper-iot-architectures


http://www.tamberg.org/iotmark/2018/ConnectedProductReferenceModel.pdf


Principles Privacy
Interoperability
Openness
Data Governance
Permissions & Ownership
Transparency
Security
Lifecycle



https://github.com/betteriot/betteriot-principles/blob/master/README.md


Better IoT Principles

https://github.com/betteriot/betteriot-knowcards


https://github.com/openiotmark/iotmark-knowcards/raw/master/iotmark_poster_principles.pdf


https://twitter.com/iotwatch/status/975727609022689281


https://twitter.com/AlbrechtKurze/status/980486414184976385


Privacy Build GDPR compliant 
connected products.



https://twitter.com/mrchrisadams/status/981818783001128961


https://twitter.com/stevenf/status/981215638419984384


https://yaler.net/privacy


Interoperability Document the API 
of your device and 
backend.



https://www.developers.meethue.com/philips-hue-api


https://twitter.com/danamlewis/status/921413265065832448


https://twitter.com/danamlewis/status/981125969355464704


http://www.openomni.org/


http://www.jdrf.org/press-releases/jdrf-announces-new-initiative-to-pave-way-for-open-protocol-automated-insulin-delivery-systems/


https://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm602870.htm


Openness Consider open sourcing 
your device hardware, 
software and backend.



https://www.kickstarter.com/projects/419277966/the-things-network


https://console.thethingsnetwork.org/applications


https://github.com/TheThingsNetwork/ttn


https://choosealicense.org/
https://creativecommons.org/choose/


https://www.thethingsnetwork.org/


https://twitter.com/thethingsntwrk/status/976044562555834368


https://twitter.com/juerglehni/status/953183623817125888


https://blog.safecast.org/
https://blog.safecast.org/


http://safecast.org/tilemap/?y=36.84&x=139&z=8&l=0&m=0


https://blog.safecast.org/data/


Data 
Governance

Let users export data.

Provide an "offline" 
switch, explain the 
consequences.

Never change core 
functionality.



https://twitter.com/sarahtgold/status/976746061002919937


https://twitter.com/osteslag/status/976047465911717888


https://www.strava.com/heatmap#12.14/6.96749/50.95782/hot/all


https://edition.cnn.com/2018/01/28/politics/strava-military-bases-location/index.html


https://iot.stackexchange.com/questions/2382/is-the-amazon-echo-mic-mute-a-hardware-switch


https://mailchi.mp/iotpodcast/stacey-on-iot-iot-will-break-our-legal-system?e=50b07adfc6


https://twitter.com/jmspool/status/981508690594418688


Permissions &
Ownership

Allow users to switch 
service providers.



https://tidepool.org/about/


https://twitter.com/Tidepool_org/status/938108258279215104


https://loopkit.github.io/loopdocs/


https://twitter.com/Tidepool_org/status/921423270854975489


Transparency Make legal implications 
of product usage clear.

State how long you will 
support the product for.



https://business.bt.com/assets/pdf/broadband-and-internet/EU-roaming-regulations.pdf


http://goodnightlamp.com/country-list/


http://www.koubachi.com/


https://sourceforge.net/projects/opennab/


https://en.wikipedia.org/wiki/Nabaztag#Cessation_of_service


Security Adopt good practices 
across hardware, 
firmware, user identity 
management, admin 
functions and backend 
services.

Offer factory reset.



https://twitter.com/Fox0x01/status/714045864352686080


https://www.pentestpartners.com/security-blog/why-is-consumer-iot-insecure/


https://www.pentestpartners.com/internet-of-things/


http://www.iiconsortium.org/pdf/Endpoint_Security_Best_Practices_Final_Mar_2018.pdf


https://www.iotsecurityfoundation.org/wp-content/uploads/2018/03/RELEASE-DCMS_Principles_Application_Note_07_03_2018.pdf


https://docs.microsoft.com/en-us/azure/iot-suite/iot-security-best-practices


https://orwl.org/about-orwl-first-open-source-physically-secure-computer/


Lifecycle Help users repair things.

Offer spare parts for the 
lifetime of your product.

Be transparent about 
production processes 
and who you buy from.



https://www.ifixit.com/Teardown/Fairphone+2+Teardown/52523


https://www.flickr.com/photos/tamberg/26212945738


https://twitter.com/nathantolbert/status/979540725179256832


Similar
initiatives

The time is right.



https://ukshop.economist.com/collections/audio


https://github.com/openiotmark/iotmark-principles/wiki


https://docs.google.com/spreadsheets/d/1u-4g1XjtdYNaLhil1fSPzsw1v6OuTiTM3Mu0jaFEl1Q/edit?usp=sharing


https://www.iotmanifesto.com/


http://www.betterthin.gs/2/


http://www.consumersinternational.org/media/154809/iot-principles_v2.pdf


Future Spread the word.

Make, learn, share.

Automate assessment?



https://projectsbyif.com/blog/understanding-terms-and-conditions


https://www.ssllabs.com/ssltest/analyze.html?d=yaler.net


http://dowse.eu/


Thank you. betteriot.org → Slack

I'm @tamberg

Screenshots are linked, 
assumed to be fair use.

CC BY-SA, betteriot.org


