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Internet of Things (loT)

Internet-verbundene Computer
mit Sensoren und Aktuatoren






Technologie wird zuganglicher
Arduino, Raspberry Pi & Co

Maker Bewegung



OPEN SOURCE
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FIVE MILLION SOLD!

Yesterday we received some figures which confir
for a few weeks now: we've sold over five million

The Pi has gone from absolutely nothing just unc
the fastest-selling British computer. (We still have
sales numbers - if you include the PCW word prc
sold 8 million computers between 1984 and 199’

We roll this picture out every time we have a sale
Raspberry Pis we ever had made, around this tim
original Raspberry Pis in this pallet. That's 0.04%
currently out there. (Every individual Pi in this pall

raspoerrypi.org, raysho

.nst/opensprinkler
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Long Range Wide Area Network
Low Power, Low Bandwidth

LoRaWAN, LPWAN
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E New LoRa™ Alliance to Ern- X
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€& = C [ https://www.lora-alliance.org/kb

® ® / G Swisscom baut ein schwei: x

| Thomas |

C' | & https://www.swisscom.ch/de/about/medien/press-releases/2016/03/2016031... Qﬁ *x =

LoRa Alliance

== Wide Area Networks for loT

New LoRa™ Alliance To E
For The Inte

Industry Leaders Plan LoRa™ Alliance to S
Bi-directional, Battery Friendly, Low-cost, L

San Ramon, Calif,, January 6, 2015 - Indu
creating the largest, most powerful cons
the Internet of Things (loT). An informati
founding members will be held this weel
Las Vegas. The LoRa™ Alliance mission is
Networks (LPWAN) being deployed arour
(loT), machine-to-machine (M2M), smart
members intend to collaborate in order {
protocol (LoRaWAN™) by sharing knowle

interoperability between Telecom operat

The prospective initial Alliance members
Actility, Cisco, Eolane, IBM, Kerlink, IMST,
Microchip Technology, as well as lead tel

SingTel, Proximus, and FastNe

prospective Alliance members are hostin

Q swisscom

Unternehmen Medien Investoren Governance Jobs & Karriere Inno

Swisscom baut ein schweizweites Netz fur
das Internet der Dinge

Bern, 14. Marz 2016

Das Internet der Dinge verbindet lI&ngst Millionen von Dingen und Geréten
miteinander und mit Menschen. Kiinftig werden es weltweit Milliarden sein.
Swisscom baut als erste Anbieterin schweizweit ein ergianzendes Netz fiir das
Internet der Dinge, das Low Power Network. Es ist fiir die vom Stromnetz
autonome Ubermittlung geringster Datenmengen konzipiert.

Swisscom baut im Grundausbau bis Ende 2016 schweizweit ein ergdnzendes Netz fiir das Internet

der Dinge. Das so genannte Low Power Network (LPN) bildet die Basis fiir das Internet der Dinge und

damit fir intelligente Stadte, energieeffiziente Gebdude, Machine-to-Machine-Vernetzungen und

neue digitale Anwendungen. Es wéchst exponentiell, laut diversen Studien werden es kiinftig

weltweit Milliarden von Geréten sein, die unter sich kommunizieren. Einige Beispiele:

— Parkpladtze melden ihre Belegung und tibermitteln diese ins Verkehrsleitsystem.

— Stadte optimieren Sammelrouten nach dem Fiillstand von Recyclingcontainern und reduzieren so
Kosten und CO,-Emissionen.

— Der Briefkasten sendet eine Nachricht, sobald ein Paket angekommen ist.

— Heizungszahler senden den aktuellen Bezug des Mieters direkt an den Immobilienbewirtschafter
zur exakten Abrechnung.

— Maschinen und Gerate melden anbahnende Ausfalle friihzeitig.

Uetliberg, f._ljck';'r.colm,_lF
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Die Post baut am Internet der Dinge
Mitteilung vom 02.03.2016

In Zukunft werden immer mehr elektronische Gerate
untereinander und mit dem Internet vernetzt sein. Das
sogenannte Internet of Things er6ffnet auch in der Logistik
zahlreiche neue Anwendungsmdglichkeiten. Deshalb will die
Post ein auf LoRaWAN (Long Range Wide Area Network)
basierendes Netzwerk aufbauen und verschiedene
Einsatzgebiete testen. Erste Versuche starten Ende Marz.
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THE THINGS

NETWORK

Building the network

With a small group of people it is possible to provide

an entire city of data connectivity for things.

In a period of 6 weeks the city-wide coverage of

Amsterdam was crowdsourced and implemented

From day one use cases were built on top of this
network. We believe the abundance we are creating

will lead to exponential innovation from which we all

benefit. Join our global campaign by contributing.
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£ https://ttn-ch.herokuapp.com
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THE THINGS

als

THE THINGS
NETWORK
SWITZERLAND

4alp
THE THINGS Join The Things Network Switzerland on

NETWORK

Z UR I CH Slack.
1 users online now of 175 registered.

JOIN THIS COMMUNITY

GET MY INVITE

or sign in.

OUR STORY

We are on a mission to build a global open
crowdsourced Internet of Things data network.



- ‘ - = 4
= ~ i
_/ ZEG — ~ 9 oy ¥
l 2 Z P ¥ frodla L - AMong > )
= EIRCYLVS T G Sz 3
T &7 T
YTV I % N\ 5 =
;. “} v e NI, o s, AN ARy
‘ NOVAH &, ophors! o i o )y N
g - 747"’]’“ / Chilagay’ cia / Ty virdeh A TR N 1 ?:
¥ i Cld. re : o 3 % i
: % gn'nu / % o/ £ alo i A o (Nl \ ; 3
é R A"[m‘/-! ~— ez = b 5 i B2 \ias : A X
- 92 &G Ty el f ¢ / _ Y &, 250 - v #)
: . % 5 C;’“‘ M&"' OrE /"L. oo 1, "':e _{;':5',.‘" o = SO N o &
C \ / / F . ok (T da: /2 _[m_ffr - et ol V&S ey =\ =
5o o P T 7 Fad % - @z.,., i oo Fuzarate negra oryes G \
£ l}""m/ ¥ de T e LG oD TROPECYS ] Nﬂu‘ - ek, s "“S L i
3 L} 4 i - - s Ci
f = Archipelago [di ¥ T ) Wy = AR D ELL)
e [ [ pot MR e T S o g
& b, L5 L AR “o, MY e;{bw al e
<J P Ey g o o oy i . FPC o dd
andst FLr : < #
AN Y TP SR - - € : : : 4 = : -
SiL d —— = e Ly gy, O Caribana. 2 5 Lt
_;’ ind CIRCYLVS AEZDVINOCTIALIS {/ ‘% b | g fodrs N L 39,
ol e TN o
oy Ek) o ¢ fml.‘lj'ﬂl-\-u. g NG Tifnady PR
S b L P, A La : Szl T
B | s \ 4 (L)CJI% VK&A R PeRtru. | yia ol L Brafi} “SEg nb;_ﬁ-:
R % L \ ek ars A ‘\ wytat N SR RN e ¢ woyr.
e oy | onge \ VEAGE ) PN el >
22 i \ \ \ \ 1 | A D (i S 2 7
i\ TROTICYS CAPRICOXNI. Yoa g A 2 4R DI | KDY
e T T e bk
Chita Hamyr |
I\ e

TN e
& Vi i
Ters dd ucg \‘ \

¢ 0 o3 : e
o . 3
b = 90 350 Tio 330 %0 330 =50 360 ) EEA AT WY\ 7 3 // T, // 7o,
\ ar PN aratah, i A ag 1 IN0S

A ~r

R ol e QVID EI POTEST VIDERI MAGNVM IN REBVS HVMANIS, CVI AETERNITAS R o=
e < OMNIS TOTIVSOVE MUYUNDIT NOPA STT MACNITVDO. CICERO: h



LORIOT | LoRaWAN Servic: X

) https://loriot.io/index.html
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CONTACT

® ® / LORIOT | LoRaWAN Servic: X
PRICING  NEWS

&« C () https://loriot.io/index.html
HOME

LORIO T

TECHNOLOGY

SERVICES AND SOFTWARE

HOW WE DELIVER OUR LORAWAN SOLUTION

SOFTWARE LICENSE

SOFTWARE AS A SERVICE
Want to run the network on your own?

PUBLIC CLOUD
Your Virtual Private LoRaWAN network Your very own LoRaWAN network,
running in minutes. Ideal as a first provided by LORIOT as a managed or Fine with us. We can license you our
step into the technology, short time to  unmanaged service. Our pricing scales software for your own LoRaWAN
as you grow the network. network deployment.

market and proof-of-concept projects



Netzwerk-Architektur:
Node — LoRa — Gateway

Gateway — TCP/IP — Server
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LoRaWAN network architecture is a typical star-of-stars topology in which the gateways are a transparent bridge

relaying messages between end-devices and a central network server [eEIWEUEVWE-T(-Raelalal-Tar=Te R{sR 1 s TN g T1a""oTq

carver via <tandard IP connections while end-devices< t11ce <incle-hop wirele<ss commitinication to one or manv
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Concentrator/ Network Server

Gateway

End Nodes/Sensors

«@”

Application Server

@ = =
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LoRa)NAN

Your loT Device '

* End Nodes/Sensors measure values and transmit the data
* Concentrator/Gateway receive the radio packets and trasmit them to the network server over LAN, Cell, ...

Network Server forwards and/or collects data from the end nodes/sensors

» Application Server makes something useful out of the data. Usually your server or application, that simplyfies your customers life
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€& = C [ https://eul.loriot.iofhome/documentation.htmi#docu/app-output

LORIO T Dashboard >  Documentation Community Network & tamberg@yaler.net

Available Application APIs

Documentation
Gateways
Basic setup ‘P HTTP://
Setup guides #a HTTPS://
o’
Change log
Frequency plans Amazon AWS loT IBM Bluemix loT HTTP Push Iron.io IronMQ w1
Foundation
Gateway Catalog ,
3rd party 3rd party LORIOT.io 3rd party

Applications

API| Data Format

& Output types

Iron.io IronMQ v3 PubNub TLS Socket WebSocket



LoRaWAN Funk-Module
Mit/ohne LoRa Stack

Ab 15.- pro Stuck



ASVRN2903 - Wireless Modul: X

& C' | https://www.microchip.com/wwwproduc... ) ¢

Features

e On-board LoRaWAN™ Class A protocol stack

» ASCII command interface over UART

e Compact form factor 17.8 x 26.7 x 3 mm

o Castellated SMT pads for easy and reliable PCB mounting
e Device Firmware Upgrade (DFU) over UART

» 14 GPIO for control, status, and ADC

o Highly integrated module with MCU, crystal, EUI-64 Node Identity
Serial EEPROM, Radio transceiver with analog front end, and
matching circuitry

« Environmentally friendly, RoHS compliant
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€ C (O GitHub, Inc. [US] https://github.com/lukastheiler/ttn_moteino/blob/master/Readme.md (] ?,j *x =
Branch: master ~  ttn_moteino / Readme.md Find file  Copy path
B 1ukastheiler + EV_REJOIN_FAILED handiing e6711e6 on May 15

1 contributor

375 lines (290 sloc) 14.4 KB Raw Blame History [ »° 10

The Things Network with the Moteino and RN2483

This guide has been maodified for the new staging backend, and has the following sections:
1) Moteino, LMIC and ABP Walkthrough

2) Moteino, LMIC and OTAA Walkthrough

3) RN2483 and OTAA Walkthrough

4) Misc, tips, tricks, lessons learned

AN RA L """ o ¢ REIAA _ 1 AF9P " Y272 1" ... - 2o
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Sodering

DO and D1 pins

Ouf ot the box, the Moteino is meant for peer to peer communication. In order to make the SX1276 chip talk to the things

network, you'll have to soder at least the DO and D1 pin of the chip to the moteino's pins 0 and 1. Note that D2 is already

connected with pin 0. My sodering skills are far beyond Urs Marti's so | just show you his image, DO/D1 are the red cables,

the yellow one is reset (not really needed).

000033‘3@2??0 000009 I

a5 -~ 4

AR A7 o P

0 d

o)
=
B

P
) )
O
g
-

o
eyo

4 3.3 VIN 6ND

@] /Moteino !~
- i

» J)868-915mhz °
LouPouwerLab.com
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&

Antenna
You'll also need to attach an antenna. | just took a copper wire of 8.2cm length, and attached it to the antenna




LoRaWAN Gateways
Produkte ab 1000.-

DIY-Kits ab 250.-
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&« - C ‘D www.link-labs.com/product/lora-enabled-m2m-gateways/?__hstc=135743086.38455a9e459cd08e6cf51ca23402b9%ed.1467305145277.1467305145277... Gx 17| ® =

= I_' kL b TECHNOLOGY + PRODUCTS v+ IOT SOLUTIONS + RESOURCES + ABOUT US ~ BUY NOW
I_ INKLADS

loRa-Enabled
M2M Gateway

Model: LL-BST-8

This industrial-grade LoRa gateway—LL-BST-8—is a multiprotocol,
large-scale connectivity platform for original equipment manufacturers
(OEMs) seeking fast time to market. The gateway is built for use with
LoRa™ networks and is capable of supporting thousands of endpoints
with eight simultaneous receive channels. It provides a cost effective
replacement for wide-area loT networks.

™ BUY NOW
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® (i) iC880A-USB
(& webshop.imst.de/ic880a-usb-lorawan-concentrator-868mhz.html

iC880A-USB - LoRaWAN Concentrator 868MHz

Availability: In stock

€199.00

Excl. 19% Tax
Buy 10 for €189.00 each and save 6%

ADD TO CART

Quick Overview
The iC880A-USB is the RF frontend board of a LoRa™ gateway. It is
able to receive on different frequency channels at the same time and is
able to demodulate the LoRa™ signal without knowledge of the used

spreading factor of the sending node.

This product is well suited for the plug & play development together
with a Rasberry Pi-platform to build the foundation for a gateway.
Together with our accessories you are almost ready to start.

MORE VIEWS
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e = C } £} GitHub, Inc. [US]| https://github.com/ttn-zh/ic880a-gateway/wiki QY% =
O This repository ' Pull requests Issues Gist £ +- 8-
L] ttn-zh / ic880a-gateway ®Waich~ 13 Y Unstar 28 ¥ Fork 23

<> Code (1) Issues 0 "] Pull requests 0 Wiki 4~ Pulse [l Graphs

Home Edit

Gonzalo Casas edited this page 16 days ago - 30 revisions

From zero to LoRaWAN in a weekend v Pages ©

Home
So you want to extend the coverage of The Things Network in your neighborhood but missed the
kickstarter to buy a gateway? Clone this wiki locally

; . . . https://github.com/ttn-zt [
Worry not! It's really easy to build one yourself that is on par with most other gateways when it

comes to specs, but is significantly cheaper. ¥ Clone in Desktop

Ordering the parts
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Foto: Gonzalo Casas, CC BY-SA
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& C' [ https://www.thethingsnetwork.org/api/v0/gateways/ Q %l %

Django REST framework

Index / Gateway

Gateway =l

GET /api/v@/gateways,

HTTP 200 OK

Allow: GET, HEAD, OPTIONS
Content-Type: application/json
Vary: Accept

"ackratio": 66.7
"latitude": 50.84195,
"altitude": 50.0
"last_seen": "2016-06-29T06:53:24.297"
"datagramsreceived": @
"rxok": @,

"eui": "1DEE121B2D6412B8",
"longitude": 5.67681
"datagramssent": @,
"rxcount": 0,
“rxforwarded": @
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& = C [ https://www.thethingsnetwork.org/api/vO/nodes/

Django REST framework

Index / Node

Node (o= [V

GET /api/v@/nodes/

HTTP 200 OK

Allow: GET, HEAD, OPTIONS
Content-Type: application/json
Vary: Accept

"last_gateway_eui': "008000000000B670"

"packets_count": 106,
"last_seen": '"2016-06-20T23:18:59.3742Z",
"node_eui": "0201BAQ1"

"last_gateway_eui": "564944414CFF0003",
"packets_count": 17

"last_seen": '"2016-06-22T10:40:34,205Z",
""node_eui": "02015504"
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& C' [ https://www.thethingsnetwork.org/api/vO/nodes/?format=json

[{"last_gateway eui":"008000000000B670", "packets_count":106,"last seen":"2016-06-20T23:18:59.374Z", "node_eui":"0201BA01"},
{"last_gateway eui":"564944414CFF0003", "packets count":17,"last seen":"2016-06-22T10:40:34.2052", "node eui":"02015504"},
{"last_gateway_eui":"0000024B080E0814", "packets count":122,"last_seen":"2016-06-29T06:49:11.3252", "node_eui":"FFO00B1AO0"},
{"last_gateway_eui":"1DEEOA15FCOA0B23", "packets _count":4,"last seen":"2016-06-23T06:25:09.733Z2", "node_eui":"02020502"},
{"last gateway eui":"1DEE02EBOOFE600B", "packets count":3309,"last seen":"2016-06-29T06:52:23.592Z", "node_eui":"18A6068C"},
{"last _gateway eui":"1DEE142FF2DDE612","packets count":1134,"last seen":"2016-06-28T15:01:48.0212","node _eui":"19136162"},
{"last_gateway_ eui":"FFFEB827EB522AEE", "packets_count":67,"last_seen":"2016-06-24T10:07:07.5222","node_eui":"02034101"},
{"last_gateway eui":"B827EBFFFF643FAC", "packets count":8,"last seen":"2016-06-25T08:17:19.867Z2", "node_eui":"02012304"},
{"last_gateway_eui":"1DEE15BF7E4DC8C1l", "packets_count":67,"last_seen":"2016-06-25T19:24:42,241%2","node_eui":"1122AACC"},
{"last_gateway eui":"008000000000B662", "packets count":4,"last seen":"2016-06-24T20:02:24.799Z","node_eui":"BB123401"},
{"last_gateway_eui":"000078A504F5B057", "packets_count":1517,"last_seen":"2016-06-27T17:03:48.221Z","node_eui":"02010107"},
{"last_gateway eui":"008000000000B6ED", "packets count":801,"last seen":"2016-06-29T06:38:18.381Z", "node_eui":"CA7E0010"},
{"last_gateway_eui":"1DEE142FF2DDE612", "packets_count":1121,"last_seen":"2016-06-28T15:00:16.996Z2","node_eui":"19130E83"},
{"last gateway eui":"B827EBFFFFC61FBF", "packets count":53,"last seen":"2016-06-23T12:04:20.783Z","node_eui":"03FF0002"},
{"last_gateway_eui":"008000000000R47E", "packets_count":786,"last seen":"2016-06-29T06:50:10.786Z", "node_eui":"02032302"},
{"last_gateway eui":"B827EBFFFF643FAC", "packets count":6,"last seen":"2016-06-25T08:37:43.540Z", "node_eui":"02012306"},
{"last_gateway eui":"0000024B080E0814", "packets_count":36,"last _seen":"2016-06-24T10:36:55.386Z","node_eui":"06FD88F9"},
{"last_gateway_ eui":"8DEDC7F4BF59AA10","packets_count":1307,"last seen":"2016-06-29T06:49:33.007Z", "node_eui":"02D1EFEF"},
{"last_gateway eui":"0000024B080E030A", "packets_count":7,"last_seen":"2016-06-27T18:47:03.6732", "node_eui":"012E7F7A"},
{"last_gateway eui":"008000000000B20F", "packets_count":8,"last_seen":"2016-06-15T16:10:57.865Z", "node _eui":"22338AFA"},
{"last_gateway eui":"1DEE13200EB2BEOF", "packets count":236,"last seen":"2016-06-29T04:27:43.563Z2","node_eui":"02D1D504"},
{"last_gateway eui":"B827EBFFFFALBD5D", "packets count":2556,"last_seen":"2016-06-29T06:51:42.7762","node_eui":"010101DD"},
{"last_gateway_eui":"BA555A000004BABA", "packets_count":24,"last seen":"2016-06-27T07:04:55.3192","node_eui":"02013F04"},

{"last gateway eui":"FFFEB827EBB6CF77","packets count":17,"last seen":"2016-06-28T15:53:50.4822","node_eui":"0203CCCC"},
{"last _gateway eui":"0000FEED00005674","packets count":13,"last seen":"2016-06-25T13:27:15.3552","node_eui":"001B2E6E"},
{"last_gateway eui":"000078A504F5B057", "packets_count":152,"last_seen":"2016-06-22T09:53:30.530Z", "node_eui":"1A8AF1B3"},
':"B827EBFFFFD6C7AA", "packets count":4,"last seen":"2016-06-22T17:08:19.959Z","node eui":"F4ECC8B3"},
{"last_gateway_eui":"B827EBFFFE87AC86", "packets count":7,"last_seen":"2016-06-27T14:53:51.7682","node_eui":"02FF3A00"},
{"last_gateway eui":"FFFEB827EBA9790B", "packets count":27,"last seen":"2016-06-22T13:56:00.7002", "node_eui":"020101AD"},
{"last_gateway_eui":"1DEE148A60342739","packets_count":1,"last seen":"2016-06-26T17:44:01.521Z", " "node_eui":"00BFD6BC"},

{"last gateway eui'

{"last_gateway eui":"FFFEB827EB522AEE", "packets count":53,"last seen":"2016-06-24T10:06:33.6972","node_eui":"02034100"},
{"last_gateway_eui":"B827EBFFFF643FAC", "packets_count":120,"last_seen":"2016-06-26T15:31:09.652Z", "node_eui":"02012307"},
{"last gateway eui":"9C9CDE516B00974A","packets count":98,"last seen":"2016-06-24T14:06:03.447Z","node_eui":"04FF0004"},
{"last_gateway_eui":"008000000000B6EA", "packets_count":701,"last_seen":"2016-06-29T06:11:16.736Z", "node_eui":"CA7E0009"},
"AA555A000806018D", "packets count”:7,"last seen":"2016-06-21T01:45:34.332Z", "node_eui":"B0015A1D"},
{"last_gateway_eui":"1DEE142FF2DDE612", "packets_count":1120,"last_seen":"2016-06-28T14:58:32.282Z","node_eui":"19136154"},

{"last_gateway eui':"B827EBFFFF7E993B", "packets count":41,"last seen":"2016-06-26T14:06:38.182Z","node_eui":"02013508"},

{"last_gateway_eui"




® ® /' [[] Node - Django REST frame x

& C' [ https://www.thethingsnetwork.org/api/vO/nodes/0201BAO1/ Q %l %

Django REST framework

Index '~ Node Node

Node (o= [V

GET /api/v@/nodes/0201BA01/

HTTP 200 OK

Allow: GET, HEAD, OPTIONS
Content-Type: application/json
Vary: Accept

"datarate'": "SF10BW125",

"rssi" 85,

"gateway_eui": "008000000000B670",

"data_raw": "QAG6AQIArgMB4eihTg8pSD3ibkelLdfR0O",
"frequency": 904.5

"time": "2016-06-20T23:18:59.374Z",

"data": "aGVsbG8gcmOwdSE="

Ssnipa 20D

"data_plain": "hello ropu!",

"node_eui": "0201BAQ1"



® © ® | aBackend/Overview - The T x |

. Thomas

- € | staging.thethingsnetwork.org/wiki/Backend/Overview

Backend Components

Packet Packet Packet
- DevAddr: 1345ABCD - DevAddr: 1345ABCD - DevEUL: 00A4C12BF2DAFOFB
- Payload: encrypted - Region: EU868 - AppEUIL: 70B3D57ED0000001
- Payload: encrypted - Payload: encrypted
n ﬂ
Gateway Router Broker
- Responsible for a region (EU868) - Responsible for a DevAddr range
- Responsible for gateway scheduling (1345AB/24)
and monitoring - Each DevAddr has 0 or more

(DevEUL AppEUI NwkSKey) pairs
- Find correct one with MIC check
- Deduplication

Backend Connect a Gateway | Connect an Application

Rackend Comboneante: Roiiter | Rroker | Handler

Packet

- DevEUL: 00A4C12BF2DAFOFB
- AppEUI: 70B3D57ED0000001
- Payload: decrypted

B —

Handler

- Responsible for registered AppEUIs
(70B3D57ED0000001, ...)

- Decrypt the payload




Thomas

®e0e® r"/‘BackendlCommunication x‘\\:
&  C | staging.thethingsnetwork.org/wiki/Backend/Communication QY% =
\\ - ] - - -
&s The Things Network Wiki: Backend/Communication
Search... Q Home All Files History Latest Changes

Overview Pages: Home | LoRaWAN | Gateways | Nodes | Backend |

Communication Between Backend Components

1700/UDP 1881 1882 1883
Semtech v MQTT
- IR - R
Semtech v1 gRPC gRPC gRPC / MQTT
1700/UDP I 1780 ' 1781 I 1782
10700 ... 10701 . 10702 5.
/status /status

/status
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® ® / [} Just Another TTN map

C || ha-23.eradus.eu/croft.html

13—
Just Another The Things Network Map
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*mit freundlicher Genehmigung von Simon Prior, Programmleiter Swisscom LPN

Low Power Network
Coverage Status 30.06.2016 .

Light Indoor

Coverage

in two Cities
Geneva and Zurich (40 Gateways)

Start Establishing
nationwide

Outdoor Coverage
approx. 180 Gateways

$

swisscom




LoRaWAN Use-Cases
Messen, zahlen, triggern

Auch sehr seltene Ereignisse
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decentlab.com

L / Products — Decentlab Gr' %
\

| Thomas |

C | www.decentlab.com/products/

QAT X

Large Soil Moisture Sensor 10HS Wireless Dielectric Water
Potential MPS2

Wireless CTD-10 Sensor Level / Displacement Sensor
Electrical Conductivity
Temperature Depth

Wireless Water Potential MPS6

P i 2 FC

Wireless Vibrating Wire (Strain
Monitor)



® © ® /  pecentlab Data Display - & % \D :
&« - C [ https://demo.decentlab.com/dashboard/db/swisscom-demo?org=3 Qiﬁ,’] *x =

LoRa WAN Demo by LoRa Infrastructure provided by

Y Jdecenkelab

swisscom
c-hum
125
100
75
50
25
0
6/25 00:00 6/25 12:00 6/26 00:00 6/26 12:00 6/27 00:00 6/27 12:00 6/28 00:00 6/28 12:00 6/29 00:00 6/29 12:00
== Node-262: c-hum-0 [%] Current: 48.63 == Node-263: c-hum-0 [%] Current: 49.89
c-temp
60
50
40
30
20
10
6/25 00:00 6/25 12:00 6/26 00:00 6/26 12:00 6/27 00:00 6/27 12:00 6/28 00:00 6/28 12:00 6/29 00:00 6/29 12:00
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® © @ / -+ Grafana - LoRaWAN Demo % \D

€« > C { loriot.decentlab.com i’;;] Se=
LoRa WAN Demo .
®0 o] © 7 ?
A collaborative project of ~ “s 7, FOIRYI RO} deceneLab
AIR TEMPERATURE & HUMIDITY (SHT21)
Actual Temperature [°C] Temperature [°C] Relative Humidity [%] Actual Humidity [%]
27.5 52
— 50
27.0
48
26.5 46
27.10 u 45.88
26.0
42
25.5 40
6/29 00:00 6/29 08:00 6/29 16:00 6/29 08:00 6/29 16:00
== DL-Lora-001_n1_c0-sht-temp_raw.mean Min: 25.72 == DL-Lora-001_n1_c0-sht-hum_raw.mean Current: 46
Max: 27.14 Current: 27.10
Overview
Time v Temperature Humidity Battery
2016-06-29 20:50:00 - - 3.01V H
2016-06-29 20:49:00 27.10 45.88 -
2016-06-29 20:44:00 25l 45.85 -
2016-06-29 20:40:00 3 & 3.00V
ONAR_NA_DOQ HNRAONN N7 44 AR QR o




® ® ) :Ehltps://map.flood.network x Thomas |
& C' [ https://map.flood.network Wk =
g Flood Network HoME
Live RIvER LEveLs (BETa)
Godstow Lock @
: NOMINET |,
M . =]
Eynsham Lock § T
Minns Estate @ =
New Botley @ s
Cherwell sensor
4 Water Level 0.77m
Wareham Stream @ : At time: 01:50:00 01 Jul 2016
Source: Environment Agency

Cherwell 9

S i e

Folly Bridge (Thames) ¢

55 e |
Whitehouse Road Basement ¢

Eastwyke (Hogacre) @

Hogacre Basement ¢

Could you become a flood watcher? *

<<
o
)
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D=
(aa)]
O
O
7
=
o
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2]
o
g
=
[

9 € Sources



ed0e® 4 New Smart Parking by Libe X

& =5 C ‘D www.libelium.com/smart-parking-surface-sensor-lorawan-sigfox-lora-868-900-915-mhz/

Qs %

Thomas

libelitm

—
LoR

=
0@ / 4 plug_and_sense_smart_pa: X

-

~

Thomas

= C ‘D www.libelium.com/downloads/documenta... 7{}“ *x =

Read the sensor

/

Does the slot

change the state?

YES
—

Send an info frame

to the cloud

Nol

Is a daily

frame necessary?

Nol

Is a Keep-Alive
frame necessary?

YES
e

YES

Send a Keep-Alive
frame to the cloud

Send a Keep-Alive
frame to the cloud

Nol

Go to deepsleep y

—y

=g}



Gonzalo Casas, Fotos: tamberg.org, CC BY-SA
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End-to-end Beispiel
Semtech SX1276 — ThingPark

ThingPark — IFTTT — Google Docs



www.st.com/stm3Znucleo

Photo (c) Digi-Key Electronics



SX1276 mbed shield
SX127€MBILAS

+ a0
b |

Enabled
Photo (c) Digi-Key Electronics




| 00 ® /"'lNucLEo-L15.'zHE|mbeE _x_\\g - EJ
] - —

¢« - C ‘& https://developer.mbed.org/platforms/ST-Nucleo-L152RE/
# Components Handbook Cookbook Code Questions Forum Dashboard Compiler

AR M®m be d-“ Search developer.mbed.org...

Platforms » NUCLEO-L152RE

NUCLEO-L152RE

Affordable and flexible platform to ease prototyping using a STM32L152RET6 microcontroller.

life.augmented

Overview

The STM32 Nucleo board provides an affordable and liexible-way-lor-users-to-lry
out new ideas and build prototypes with any STM32 microcontroller line, choosing ‘ 1. Overview ‘

[ Add to your mbed Lomg ‘




g |8l LoRaWAN-Imic-app - a m: X \_J

€& - C' | [ https://developer.mbed.org/teams/Semtech/code/LoRaWAN-Imic-app/

=
Xy - —

# Platforms Components Handbook Cookbook Code Questions Forum

@ -
ARM m b e d Search developer.mbed.org...

Teams » Semtech » Code » LoRaWAN-Imic-app
senieee S€Mtech / & LoORaWAN-Imic-app
LoRaWAN Class A node example based on IBM LoRa MAC in C (LMiC) implementation
(& Dependencies: & LMIC £ SX1276Lib 4 mbed

[ Home | [ History .3 Graph [@ APl Documentation [2

Files at revision 3:ce28e3313a88

/ _default | tip
Name Size Actions
T [up]
LMiC.lib 65 ] Revisions ¢/ Annotate

SX1276Lib.lib 59 ) Revisions &7 Annotate

Dashboard Compiler

Repository toolbox

Impaort this program

Import this program

(&) Foliow

<» Embed url:

<<program /teams/Semtech/

& Clone repository to desktop:
hg clone https://tamberg@de\



| ® © ® | g sxioreLiv-amercuriai e x || 2
& = C !& https://developer.mbed.org/teams/Semtech/code/SX1276Lib/ Wk =

# Platforms Components Handbook Cookbook Code Questions Forum Dashboard Compiler

o -
ARM m bed Search developer.mbed.org... ﬂ Hi, & tamberg

Teams » Semtech » Code » SX1276Lib

senieen S€Mtech / o2 SX1276Lib

Driver for the SX1276 RF Transceiver

Repository toolbox

Import this libra

(3 Dependents: () SX1276PingPong () LoRa_PIR

[ Home | (] History || saa Graph | _ﬁ_API Documen

Import this library

Files at revision 17:8add7ec2

/ _default | tip PrCmioed U

<<library /teams/Semtech/coc

Name Size Actions

1 [up] [ Clone repository to desktop:
hg clone https://tamberg@de\

= debug

. enums




. mbed Compiler /HelloLoH: X
C [ https://developer.mbed.org/compiler/#nav:/HelloLoRaWAN/main.cpp;

/HelloLoRaWAN/main.cpp

«
Compile v | @ Commit v (¢ Revision | «» c« | @& | & | N | [L]Help

T New v P Import | L) Save K] saveal |

Program Workspace < I ) main.cpp '
1 // License: Revised BSD License, see LICENSE.TXT, (c)2015 Semtech

|

BLE_UriBea:

® [[7 co27_Hello:

(7 c027_SMSi=s:

El-Heuul.oRawm ‘I - R ——
® (S 4 o —
cmwe |Istatic--uined: - NwkSkey[:] = {

%:::g;:t 0x00, 0x. 0% , Ox , Ox
hal.
) e Oxcalie ,ooQpiiery - Ox, OxBl, Ox
# {5 mbed ' '
LORaWAN-/- } ®
‘I Ié static uint8 t ArtSKey[] = {
static wint8. t-ArtSKey[d = {
Uxip, Oxm, Ox

0x00, . Oxi,
Cxie-. Ox, Oxil, O0xEB, Ox

} ’
L2UTWOIdros gethevRey (uintu Trrouny Uy ignore

I

= My Programs
® [[J] BLE_Physic "7
LORAWAN DEV ADDR (uint32 t)

O0x
O0x

0x
O0x

0x0000

Oxi,

Oxe,
Ox
0x

Ox
Ox

Ll

O0x

Ox

r



void onInit (osjob t* j) {

LMIC reset(); ° ° e, ® I. °
LMIC setAdrMode (LORAWAN ADR ON) ; SESSIOn In Itla ISIeren
LMIC setDrTxpow (DR _SF12, 14);
LMIC_setSession(LORAWAN_NET_ID, LORAWAN DEV ADDR, NwkSKey, ArtSKey):
onSendFrame (NULL) ;

}

LoRa Paket senden

void onSendFrame (osjob t* j) {

int framelength = 32; // max 517 1 1
for (int i = 0; i < frameLength; i++) ({ mlt EIgener Payload"'
LMIC.frame[i] = n++; // or any other payload

}
int result = LMIC setTxDataZ (LORAWAN APP PORT, LMIC.frame,

frameLength, LORAWAN CONFIRMED MSG ON) ; // calls onEvent ()
}

void onEvent (ev_t ev) { // called by lmic.cpp, see also oslmic.h
debug event (ev);

if (ev == EV_TXCOMPLETE) { ...nach TXCOMPLETE

os_setCallback(&sendFramedob, onSendFrame);

) neues Paket senden



00 ® |8 mbed Compiler /HelloLoF- x)"'t,orhingpam Wireless Loge % \*\

€

WIRELESS-LOGGER

C' [ https://swisscom.thingpark.com/wlogger/

UTC Timestamp Local Timestamp Device UID Port Counter UP LRRRSSI LRRSNR SpFac SubBand Channel LRCId LRR Id
L 201509-2220:51:37  2015-09-2222:51:37 6 A 15 0 G2 LCs 5
Payload (hex) : ‘
000102030405060708090a0h00A0E0F101112131415161718191a1bicid1elf
pay'@aés(heX)ogzz 22:51:37 6 M 15 o -114 -5.25 12 G2 LC5 5
2015-09-22 20:50:51 2015-09-22 22:50:51 -118 -2.75 Gl
000 140203040506@70809030b0€0d0&0f10 131213 14151617181913 1b1C1d 1e 1f
8 2015-09-22-20150:51——2015-00-22-22:50:51 4 0 ————————— -
@ 201509-2220:50:42  2015-09-22 22:50:42 s B 15 o G2 Lc4 — 1@ -1
@ 2015-09-22 20:50:42  2015-09-22 22:50:42 s W 15 o G2 LC4 s B o
@ 201509-2220:50:14  2015-09-22 22:50:14 ——c B 15 1 Gt Lc1 s B
@ 201509-2220:50:14  2015-09-22 22:50:14 —— B 15 1 Gt Lc1 s B o
@ 201509-2220:50:09  2015-09-22 22:50:09 s & 15 o @ Lc4 s B o
# 201509-2220:11:20  2015-09-22 22:11:20 ——c B 15 s 61 L3 _— 3 .




http_logger.js ¥

oo s WNPRE

var http = require('http');
var requestListener = function (req, res) {
var body = "";
req.on('data’, function (chunk) {
body += chunk;
}:
req.on('end’, function () {
~ console. log(req.method + ' ' + req.url);
console. log(req.headers);
console. log(body) ;
res.writeHead(200);
~ res.end('200 0K');
B
}

var server = http.createServer(requestListener);
server. listen(8080);

HTTP Web-Request empfangen,
Inhalt auf die Konsole schreiben



® © ® | g mbed Compiler /HelloLoR: X | 4»Yaler GmbH - ThingPark V' x |

€&  C | swisscom.thingpark.com/deviceManager/

%% Yaler GmbH [Subscriber]

4+ ThingPark Wireless
[ Devices
[" Connectivity plans
=1 AS routing profiles AS routing profile
= s MyAS Name:
[ Settings ID:
Is default:
.
Source ports: X!
Routing strategy: Destination
ThingPark Cloud bigONG1
Third party AS (HTTP) https:// Jyaler.net/
Third party AS (HTTP) https:// ~ -ifttt-fw.appspot.com/

ThingPark Cloud bigONG1
Third party AS. (HTTP) https:// .yaler.net/
Third party AS (HTTP) https:// -ifttt-fw.appspot.com/

‘ Updated by: Thomas Amberg ‘




e o /[ Yaler.net - access devices X \

&« C' | [ https://yaler.net Q vl %

Thomas

Yaler.net Status Docs & Help Pricing & Sign up Login

Access devices from the Web

Yaler is a relay infrastructure for secure access to embedded systems

Get Started with Yaler

Trusted by makers, small business and enterprise customers

SIEMENS PHONAK Y decenelLab ZAAK

Why Yaler? (relay spelled backwards) How it works

Connectivity as a service

Secure Web access to device N
Get secure Web and SSH access to your embedded systems, . - %
no matter if they're located behlnd a flrgwall, a NAT or a mobile ” E ;w
network router. Pay-per-use, with premium enterprise support. : =

Web client Your device

Yalar ralass Valar bindins



® @® YalerTunnel2 — yalertunnel — 80x24

node yalertunnel Ml 4+

e

mac:YalerTunnel2 tamberg$ ./yalertunnel server 127.0.0.1:8080 ssl:try.yaler.net:
443

LoRa ThingPark Yaler.net YalerTunnel NodeJS on
Device Cloud Relay Daemon Localhost

LoRa Packet J
HTTPS

(Reverse) H_TTPE’l

HTTP
| 4

ThingPark Yaler.net YalerTunnel NodeJS on
Cloud Relay Daemon Localhost

Web-Zugriff auf localhost via Yaler.net



. ® Lora — node — 80x24

node yalertunnel -

mac:Lora tamberg$ node http_logger.js
POST /?LrnDevEui= 6&LrnFPort=15&LrnInfos=

{ 'user-agent': 'ACTILITY-LRCLRN-DEVICE-AGENT/1.0',

hast: ~ .yaler.net',
accept: 'x/x',
‘content-type': 'application/xml',

'content-length': '1019' }
<?xml version="1.0" encoding="UTF-8"7?><DevEUI_uplink xmlns="http://uri.actility.
com/lora"><Time>2015-09-28T00:48:45.735+02:00</Time><DevEUI> b6</De
vEUI><FPort>15</FPort><FCntUp>0</FCntUp><ADRbit>1</ADRbit><FCntDn>40</FCntDn><pa
yload_hex>000102030405060708090a0b0c0d0edf101112131415161718191alblcldlelf</payl
oad_hex><mic_hex>6fd46349</mic_hex><Lrcid> </Lrcid><LrrRSSI>-112.000000</
LrrRSSI><LrrSNR>1.500000</LrrSNR><SpFact>12</SpFact><SubBand>Gl</SubBand><Channe
1>LCl</Channel><DevLrrCnt>4</DevLrrCnt><Lrrid> </Lrrid><LrrLAT>47.385860<
/LrrLAT><LrrLON>8.567800</LrrLON><Lrrs><Lrr><Lrrid> </Lrrid><LrrRSSI>-112
.000000</LrrRSSI><LrrSNR>1.500000</LrrSNR></Lrr><Lrr><Lrrid> </Lrrid><Lrr
RSSI1>-118.000000</LrrRSSI><LrrSNR>-0.250000</LrrSNR></Lrr><Lrr><Lrrid> </
Lrrid><LrrRSSI>-113.000000</LrrRSSI><LrrSNR>-1.500000</LrrSNR></Lrr></Lrrs><Cust
omerID> 4</CustomerID><CustomerData>
</CustomerData><ModelCfg>0</ModelCfg></DevEUI_uplink>

POST Request von ThingPark




| http_logger.js *® payload_logger.js ]

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19

var http = require('http');
var requestListener = function (req, res) {
var bOdy = IIII:
req.on('data’, function (chunk) {
body += chunk;
r):
req. on('end', function () {
 var startTag = "<payload_hex>";
var i = body.index0f(startTag, 0);
var j = body.index0f("</payload_hex>", i);
var payload = body.substring(i + startTag.length, j);
console. log((new Date()).toISOString() + ' ' + payload);
 res.writeHead(200);
- res.end('200 0K');
1);

}
var server = http.createServer(requestListener);

erver. tisten(@®):pequest empfangen, XML parsen,
Payload auf die Konsole schreiben



. @® Lora — node — 80x24

node 5 yalertunnel =

mac:Lora tamberg$ node payload_logger.js
2015-09-28T00:04:17.760Z 000102030405060708090a0b0c0d0e0101112131415161718191al
blcldlelf

2015-09-28T00:04:27.868Z 202122232425262728292a2b2c2d2e2f303132333435363738393a3
b3c3d3e3f

2015-09-28T00:08:22.076Z 404142434445464748494a4b4c4d4e41505152535455565758595a5
b5c5d5e5f

LoRa Payload von ThingPark



[ JON /"_.l_mqu.compuem-s_.elmne .x"\"_#.omrno?m.wlmlm Logo: K__.;V..‘Connact Maker to hundrec % \G

&« - C :. £ https://ifttt.com/maker

Ye| %

W |[be]

Maker Channel

4 All Channels

Reconnect Channel

Disconnect

m Personal Recipes o Published Recipes

The Maker Channel allows you to connect IFTTT to your
personal DIY projects. With Maker, you can connect a
Recipe to any device or service that can make or receive
a web request (aka webhooks). See how others are

using the Maker Channel, or share your own experience
at hackster.io.

Connected as: tamberg

Your key is:

iy

U y iS:




http_logger.js b3 payload_logger.js * payload_forwarder.js =

9
10
11
12
13
14
13
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

req.on('end', function () {
var startTag = "<payload_hex>";
var i = body.indexOf(startTag, 0);
var j = body.indexOf("</payload_hex>", i);
var payload = body.substring(i + startTag.length, j);
console. log((new Date()).toISOString() + ' ' + payload);
if (payload != "") {
~ var options = {
host: 'maker.ifttt.com',
path: '/trigger/lora_packet_sent/with/key/ "
method: 'POST’',
headers: { 'Content-Type': 'application/json' }

};

var fwReq = https.request(options, null);
fwReq.write('{"valuel”:"' + payload + '"}');
fwReq.end();

1
res.writeHead(200);
res.end('200 0K');

i

é} ThingPark XML rein,

var server = http.createServer(requestListener); IFTTT JSON raus

server.listen(80890);
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C' | £ https://cloud.google.com/nodejs/getting-started/hello-world#running_hello_world

< Node.js Home

@ BUILD YOUR FIRST APP

~

[ L]

A
v
v

v

Hello World

Download and run the
app

Hello World code review

Running Hello World on
GCP

BOOKSHELF APP

Node.js Tutorial App

Using Structured Data

Using Cloud Storage

Authenticating Users

£r
,

Running Hello World on Google Cloud Platform

The following diagram shows the process of deploying the app on Cloud Platform.

Google Cloud Platform
Deploy Managed VMs

. L':gaclhiil:‘o;v App il VM Hello World
™ =

Managed VMs runs your application in containers that can automatically scale to handle your application's load.

Behind the scenes, this utilizes both Google Compute Engine and Docker. To learn more, see the Managed VMs
documentation.

Deploy the app to Google Cloud Platform
In your terminal window, enter the following command to deploy the sample:

$ gcloud preview app deploy app.yaml --set-default
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bash
mac:Lora tamberg$ gcloud preview app deploy app.yaml ——set—defaultl

LoRa ThingPark NodeJS on IFTTT Cloud Google
Device Cloud App Engine Maker Channel Docs

LoRa Pat:ketJ
XML, HTTPEF
Get payload from XML,
wrap it in IFTTT JSON
JSON, HTTPS N
HTTPS
»

LoRa ThingPark NodedJS on IFTTT Cloud Google
Device Cloud App Engine Maker Channel Docs

NodelS Glue-Code auf App Engine
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Recipe ID 28107179

Back to My Recipes

My Recipes

Browse

Maker Event
"lora_packet_sent"

Recipe Title

Add row to spreadsheet in

@gmail.com’s Google Drive

On "lora_packet_sent", add a row to my spreadsheet

w7l &
e~

Channels tamberg ¥

() Turnoff
[ Publish
Q Checknow
‘= Log

@ Delete

created September 16,
2015

last run about 1 hour ago
run 1,110 times
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File Edit View Insert Format Data Tools Add-ons Help Lasteditwas 1 hourago Comments
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ﬁ- September 16, 2015 at 04:51PM
' A B (e D

1075 September 28, 2015 at 12:02AM lora packet sent 000102030405060708090a0b0c0d0e0£101112131415161718191alblcldlelf
1076 September 28, 2015 at 12:06AM lora packet sent 202122232425262728292a2b2c2d2e2£303132333435363738393a3b3c3d3e3f
1077 September 28, 2015 at 12:10AM lora packet sent 404142434445464748494a4b4c4d4e4£505152535455565758595a5b5c5d5e5f
1078 September 28, 2015 at 12:13AM lora packet sent 606162636465666768696a6b6c6d6e6£707172737475767778797aTb7cTdTeTf
1079 September 28, 2015 at 12:17AM lora_packet_sent 808182838485868788898a8b8cB8dBeB8£909192939495969798999%9a9b9¢c9d%e9f
1080 September 28, 2015 at 12:21AM lora_packet_sent alala2a3a4a5a6a7aBa%aaabacadaeafbOblb2b3b4b5b6b7b8b%babbbecbdbebf
1081 September 28, 2015 at 12:25AM lora packet_sent cOclc2c3cdcScéc7cBe9cacbecedececfd0dld2d3d4d5déd7d8d9dadbdedddedt
1082 September 28, 2015 at 12:36AM lora packet sent elele2e3edeSebeleBe9eacbecedeceff0f1f2f3f4f5f6f7Ef8f9fafbfcfdfeff
1083 September 28, 2015 at 12:38AM lora_packet_sent 000102030405060708090a0b0c0d0e0£101112131415161718191alblcldlelf
1084 Septemher 28, 2015 at 12:408M lora packet sent 20212223242526272829222h2c2d222£3031323334353637383093a3h3c3d3e3f

lora packet sent 000102030405060708090a0b0c0d0e0£101112131415161718191alblcldlelf

1087
1088
1089
1080
1091
1082
1093
1094
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